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Abstract 
Enterprise IT operations in the United States depend on hyperscale cloud regions, third-party services and an 
identity layer whose failures and compromises propagate quickly and are now reportable events. This article 
proposes an AI-driven cloud resilience and cybersecurity decision-support framework in which one telemetry 
pipeline, one set of calibrated models and one incident lifecycle serve both reliability and security incidents: a 
six-layer reference architecture, a state-machine lifecycle with timing metrics, and a workflow in which 
playbooks are ranked by expected loss and automated only under guardrails on confidence and blast radius. The 
framework is evaluated on a transparent synthetic testbed: a three-region estate of 46 services in a dependency 
graph with five third-party dependencies, eight disruption classes (zone and region outages, denial of service, 
ransomware intrusion, bad change, third-party failure, demand surge, compound event) and five operating 
strategies from manual reactive operations (S0) to AI detection with decision support and guarded automation 
(S4), with a gradient-boosted incident classifier, an anomaly scorer and a demand forecaster trained on synthetic 
histories. Over 20 fortnights per scenario, AI detection with decision support (S3) retains 9% of the manual 
strategy's weighted downtime summed over the disruption classes and 54% excluding ransomware, where it 
turns a multi-day serial restore into a contained incident in 85% of episodes; bad changes, denial-of-service 
attacks and compound events fall by 45 to 90% relative to rule-based operations through shorter decision latency 
and fewer wrong actions, while region outages are bounded by the single-region application tier rather than by 
the operating strategy. Guarded automation adds a small further gain at a measurable harm rate. One-factor 
sweeps of 20 parameters and a 120-draw Monte Carlo analysis identify the attacker's dwell and signal strength, 
the false-alarm budget, the decision latency and the recovery objectives as the drivers. All data are synthetic and 
the results depend on stated assumptions; the framework is mapped to NIST CSF 2.0, SP 800-61 Rev. 3, SP 
800-160, zero trust and U.S. reporting rules, with a phased roadmap. 
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Introduction 
Enterprise IT operations in the United States now run on a small number of hyperscale cloud platforms, 
a long tail of software-as-a-service dependencies and an identity layer that connects all of them, so that 
a single failure can propagate across many organisations at once. The December 2021 event in the US-
EAST-1 region of Amazon Web Services impaired a wide range of services that depended on the 
region's internal network and control plane for several hours (Amazon Web Services, 2021). The faulty 
content update released by CrowdStrike on 19 July 2024 crashed Windows hosts running its sensor, 
and Microsoft estimated that 8.5 million devices were affected; airlines, hospitals and retailers lost core 
systems for a day or more (CrowdStrike, 2024; Weston, 2024). The Colonial Pipeline attack in May 2021 
and the Change Healthcare attack in February 2024 showed that an intrusion in one IT estate can 
become a supply disruption for a sector (Beerman et al., 2023; U.S. Department of Health and Human 
Services, Office for Civil Rights, 2024), and the SolarWinds compromise showed that the software 
supply chain itself is an attack path (Peisert et al., 2021). Industry reporting describes the same pattern: 
fewer but costlier outages, a rising share of breaches that involve third parties, and ransomware as a 
persistent and expensive threat (Donnellan et al., 2025; Verizon, 2025; IBM, 2025). 
The response of U.S. policy has been to make resilience and incident handling a governance obligation. 
The NIST Cybersecurity Framework 2.0 added a Govern function and placed detection, response and 
recovery alongside protection (National Institute of Standards and Technology, 2024); NIST SP 800-61 
Revision 3 re-cast incident response as a profile of the framework (Nelson et al., 2025); the Securities 
and Exchange Commission's 2023 rule requires registrants to disclose material cybersecurity incidents 
and to describe their risk management and governance (U.S. Securities and Exchange Commission, 
2023); the Cyber Incident Reporting for Critical Infrastructure Act of 2022 creates reporting duties for 
covered entities once its implementing rule is in force (U.S. Congress, 2022); the New York Department 
of Financial Services' amended Part 500, the FTC Safeguards Rule and FedRAMP impose sector-specific 
and federal-procurement requirements (New York State Department of Financial Services, 2023; 
Federal Trade Commission, 2021; FedRAMP, n.d.); and for firms that operate in Europe, the Digital 
Operational Resilience Act adds testing and third-party risk obligations (European Parliament and 
Council, 2022). These instruments change over time and should be read in their current versions; the 
point here is that the ability to detect, decide and recover quickly is now a regulated capability rather 
than only an engineering preference. 
At the same time, the technical means of operating cloud estates have changed. Site reliability 
engineering has made service-level objectives, error budgets and blameless post-incident review 
standard practice (Beyer et al., 2016; Treynor et al., 2017); chaos engineering has made failure injection 
a routine test (Basiri et al., 2016); and AI for IT operations (AIOps) has produced a body of work on 
anomaly detection, incident triage, root-cause analysis and, most recently, large language models that 
recommend mitigations (Notaro et al., 2021; Dang et al., 2019; Chen et al., 2020; Ahmed et al., 2023; 
Chen et al., 2024). On the security side, machine learning for intrusion detection is mature in the 
laboratory and contested in deployment, because low base rates make false alarms the dominant cost 
(Axelsson, 2000; Sommer & Paxson, 2010; Alahmadi et al., 2022). What is missing is a framework that 
joins these strands: one in which the same telemetry, models and decision rules serve both the reliability 
incident (a zone outage, a bad change, a demand surge) and the security incident (a denial-of-service 
attack, an intrusion that will become ransomware), and in which the decision to act, to recommend or 
to automate is governed by the confidence of the model, the blast radius of the action and the 
obligations of the organisation. 
This article proposes such a framework and evaluates it on a transparent synthetic testbed. The 
framework has six layers (estate, telemetry, AI analytics, decision support, response and recovery, 
governance), an incident lifecycle with explicit timing metrics, and a decision-support workflow in 
which actions are ranked by expected loss and executed under guardrails. The evaluation builds a 
synthetic U.S. enterprise cloud estate of three regions, nine availability zones, 46 services in a 
dependency graph and five third-party dependencies, exposes it to eight disruption classes and 
operates it under five strategies, from manual reactive operations (S0) to AI detection with decision 
support and guarded automation (S4). The AI components are real models trained on synthetic 
histories: a gradient-boosted incident classifier with a calibrated declaration threshold, a multivariate 
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anomaly scorer and a demand forecaster. The experiments compare the strategies over 20 synthetic 
fortnights per scenario, sweep 20 parameters one at a time and run a 120-draw Monte Carlo analysis 
over joint parameter uncertainty. 
The research questions are: RQ1, how much of the availability loss, data loss and cost of each disruption 
class can AI-driven detection, decision support and guarded automation remove relative to rule-based 
and manual operations, and where does the architecture rather than the operating strategy set the limit? 
RQ2, how do the timing metrics and their side effects (nuisance incidents, wrong actions, automation 
harm) change across strategies? RQ3, which parameters of the threat, the estate and the operating 
model drive the results, and how robust are the strategy rankings to joint uncertainty? RQ4, how should 
the framework's components be sequenced and governed in a U.S. enterprise, and how do they map to 
the standards and rules that now require them? Everything quantitative in this article is a property of 
the synthetic testbed and of the stylised assumptions listed in the methodology; no figure describes any 
real organisation. 
Literature review 
Dependability, resilience engineering and resilience metrics 
Avizienis and colleagues fixed the vocabulary of dependability (availability, reliability, safety, 
integrity, maintainability), of its threats (faults, errors, failures) and of its means (prevention, tolerance, 
removal, forecasting) (Avižienis et al., 2004). Resilience extends dependability from the avoidance of 
failure to the management of its consequences: in the resilience-engineering tradition a resilient system 
monitors, anticipates, responds and learns (Hollnagel et al., 2006; Woods, 2015), and in the quantitative 
tradition resilience is the integral of performance over time through absorption, recovery and 
adaptation, as in the resilience triangle, the time-dependent metrics of Henry and Ramirez-Marquez 
and the operational-resilience framework of Ganin and colleagues (Bruneau et al., 2003; Henry & 
Ramirez-Marquez, 2012; Ganin et al., 2016; Hosseini et al., 2016). Cyber resilience applies these ideas to 
systems under attack: the resilience matrix of Linkov and colleagues, MITRE's cyber-resiliency 
engineering framework, NIST SP 800-160 Volume 2 and the network-survivability strategies of defend, 
detect, remediate, recover and refine translate them into engineering objectives (Linkov et al., 2013; 
Bodeau & Graubart, 2011; Ross et al., 2021; Sterbenz et al., 2010). The present framework uses the 
quantitative definitions for its metrics and the engineering frameworks for the structure of its response 
layer. 
Cloud outages, site reliability engineering and recovery-oriented computing 
Empirical studies of cloud failures give the testbed its disruption classes (Aditya & Ahmed, 2022; 
Asheke & Maksudul, 2022; Asheke & Badrul, 2022). Gunawi and colleagues analysed hundreds of 
public outage reports and found causes spread across upgrades, network, bugs, configuration, load 
and power, single points of failure in supposedly redundant designs and outages of several hours 
(Gunawi et al., 2016), and that many cloud bugs are recovery bugs that appear only under failure 
(Gunawi et al., 2014). Oppenheimer and colleagues found operator error to be the largest cause of 
Internet-service failure and better operator tooling the most promising remedy (Oppenheimer et al., 
2003), from which recovery-oriented computing concluded that systems should be designed to recover 
quickly rather than only to avoid failure (Patterson et al., 2002). Correlated zone failures dominate the 
unavailability of distributed storage (Ford et al., 2010), rare slow responses become common at scale 
(Dean & Barroso, 2013), and Hamilton's rules for Internet-scale services (expect failure, partition, 
automate, version and roll back) remain the practical canon (Hamilton, 2007). Site reliability 
engineering turned these into an operating model of service-level objectives (Akter & Sumaiya, 2022; 
Imran & Jannatul, 2022; Maksudul & Islam, 2022), error budgets, on-call practice, incident command 
and post-mortems (Beyer et al., 2016); the calculus of service availability bounds a service by its critical 
dependencies, which is the dependency logic of the testbed (Treynor et al., 2017); meaningful 
availability argues for user-weighted rather than time-weighted availability, which the testbed adopts 
(Hauer et al., 2020); chaos engineering injects failures to test the whole socio-technical response (Basiri 
et al., 2016); and cluster managers such as Borg and Kubernetes supply the control plane whose failure 
is one of the disruption classes (Verma et al., 2015; Burns et al., 2016). The post-incident reports of the 
US-EAST-1 event and the Channel File 291 update describe real instances of two classes, a regional 
control-plane failure and a bad change pushed to a whole fleet (Amazon Web Services, 2021; 
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CrowdStrike, 2024). 
AIOps, incident management and root-cause analysis 
AIOps covers the use of machine learning to detect, triage, diagnose and remediate failures in large 
software systems. Notaro and colleagues' survey finds detection and prediction far better studied than 
remediation (Notaro et al., 2021); Dang and colleagues set out the challenges from inside a cloud 
provider, including noisy labels, changing systems and the need for explanations engineers trust (Dang 
et al., 2019). Studies at Microsoft found incident misrouting common and costly (Chen et al., 2019) and 
set out the lifecycle of detect (Morshedul & Islam, 2022; Stabak & Shahid, 2022; Feroz & Pervaz, 2022), 
triage, diagnose and mitigate that the present framework adopts, with mitigation time dominating 
incident duration (Chen et al., 2020). Automated detection in the "fog of war" of many simultaneous 
alerts, log-based anomaly detection (Islam & Md, 2023; Asheke, 2023; Feroz & Shabbir, 2022), surveys 
of log analysis and of anomaly detection and root-cause analysis in microservice systems, and empirical 
studies of microservice faults describe the detection and diagnosis layer (Li et al., 2021; Du et al., 2017; 
He et al., 2022a; Soldani & Brogi, 2023; Zhou et al., 2021; Wang et al., 2020). Large language models 
have recently been applied to recommend root causes and mitigations (Shahid, 2023; Islam & Ahmed, 
2023; Sadia & Mosheur, 2023), with promising but uneven accuracy, and the consistency of AIOps 
models is itself a research subject (Ahmed et al., 2023; Chen et al., 2024; Lyu et al., 2022). The autonomic-
computing vision of a closed loop of monitoring, analysis, planning and execution remains the 
reference point for the question of how much to automate (Kephart & Chess, 2003). 
Intrusion detection, security operations and the base-rate problem 
Machine learning for intrusion detection has a long record of laboratory success and operational 
difficulty (Adnan, 2024; Islam, 2024; Ashik, 2024). The base-rate fallacy explains why an accurate 
detector produces mostly false alarms when attacks are rare (Axelsson, 2000); Sommer and Paxson 
explained why intrusion detection differs from other machine-learning problems in the cost of errors 
(Kynatun & Saba, 2024; Maksudul, 2024; Shahid, 2024), the semantic gap and the diversity of normal 
traffic (Sommer & Paxson, 2010); and the benchmark datasets have known artefacts (McHugh, 2000; 
Engelen et al., 2021). Surveys catalogue the methods (Buczak & Guven, 2016; Ferrag et al., 2020; Ahmed 
et al., 2016; Chandola et al., 2009), and isolation forests remain a practical unsupervised scorer (Liu et 
al., 2008). The analyst's problem is alert volume: alert correlation, classification and adaptive filtering 
are the classical remedies (Cuppens & Miège, 2002; Valdes & Skinner, 2001; Julisch, 2003; Pietraszek, 
2004; Spathoulas & Katsikas, 2010), studies of security operations centres document the burden of low-
value alerts and the perception that most alarms are false (Kokulu et al., 2019; Vielberth et al., 2020; 
Alahmadi et al., 2022), and analyst feedback can retrain detectors with modest labelling 
(Veeramachaneni et al., 2016). Threat frameworks structure what the detector should look for: the kill-
chain taxonomy of advanced persistent threats (Islam, 2024; Sumaiya, 2024; Taher et al., 2024), MITRE 
ATT&CK and D3FEND, surveys of advanced persistent threats and ransomware, the review of open-
source supply-chain attacks and the taxonomies of denial-of-service attacks and defences (Bahrami et 
al., 2019; Strom et al., 2018; The MITRE Corporation, n.d.; Alshamrani et al., 2019; Oz et al., 2022; 
Connolly & Wall, 2019; Ohm et al., 2020; Mirkovic & Reiher, 2004; Zargar et al., 2013). Zero-trust 
architecture limits lateral movement by removing implicit trust in the network (Rose et al., 2020; Syed 
et al., 2022; He et al., 2022b). The present framework's security path follows these findings: the detector 
is calibrated to a false-alarm budget, its lateral-movement signals are weak by design, the identity layer 
is the attacker's main road, and containment is the decision that matters (Ashik, 2025; Kynatun, 2025; 
Mostari, 2025). 
Cyber risk, decision analysis and trust in automation 
Decision support needs a model of value. Gordon and Loeb showed that the optimal security 
investment is a fraction of the expected loss and depends on the vulnerability of the asset (Gordon & 
Loeb, 2002); multicriteria frameworks structure the trade-offs among availability, data loss, cost and 
risk (Ganin et al., 2020; Saaty, 1990; Keeney & Raiffa, 1993); attack graphs support reasoning about how 
an intrusion spreads (Xie et al., 2010; Ou et al., 2006; Lallie et al., 2020); game theory models the 
adversary (Manshaei et al., 2013); and risk-assessment taxonomies organise the inputs (Shameli-Sendi 
et al., 2016; Joint Task Force Transformation Initiative, 2012). The costs of cyber events are heavy-tailed 
and poorly documented (Romanosky, 2016; Eling & Wirfs, 2019; Wolff & Lehr, 2017). The decision to 
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automate is itself a design decision: the model of types and levels of automation, the analysis of 
appropriate reliance (Masrul, 2025; Maksudul, 2025; Shahriar, 2025), the review of trust in automation 
and the evidence on automation bias and complacency all warn that decision aids change the operator's 
behaviour, that good aids are followed when wrong and that automation leaves the operator with the 
hardest cases and the least practice (Parasuraman et al., 2000; Lee & See, 2004; Hoff & Bashir, 2015; 
Parasuraman & Manzey, 2010; Cummings, 2004; Goddard et al., 2012; Bainbridge, 1983; Alberdi et al., 
2009). Situation awareness explains why explanations and uncertainty must be part of the aid (Endsley, 
1995; Cummings, 2006), and the literature on calibration, interpretability and complementary human-
AI performance supplies the technical means (Guo et al., 2017; Rudin, 2019; Lundberg & Lee, 2017; 
Bansal et al., 2021; Okati et al., 2021). The present framework treats the automation tier (advise, approve, 
automate) as a policy set by confidence and blast radius and measures its side effects alongside its 
benefits. 
Standards and the U.S. regulatory context 
The framework's governance layer maps to a specific set of instruments, summarised in Table 1 and 
detailed in Section 6: the NIST Cybersecurity Framework 2.0 and its incident-response profile in SP 
800-61 Revision 3, the recovery, continuous-monitoring, contingency-planning and control 
publications (SP 800-184, 800-137, 800-34, 800-53), cyber-resilient systems engineering and zero trust 
(SP 800-160 Volume 2, SP 800-207, CISA's maturity model and performance goals), the NIST cloud 
definitions and the provider's shared-responsibility and reliability guidance, the reporting and 
disclosure instruments (the SEC rule, CIRCIA, Part 500, the Safeguards Rule, FedRAMP), the joint 
ransomware advisories, the international continuity and incident-management standards, the EU's 
operational-resilience regulation and threat landscape, and for the AI components the NIST AI Risk 
Management Framework and the adversarial machine-learning taxonomy (National Institute of 
Standards and Technology, 2024; Nelson et al., 2025; Bartock et al., 2016; Dempsey et al., 2011; Swanson 
et al., 2010; Joint Task Force, 2020; Ross et al., 2021; Rose et al., 2020; Cybersecurity and Infrastructure 
Security Agency, 2023a; Cybersecurity and Infrastructure Security Agency, 2023b; Mell & Grance, 2011; 
Jansen & Grance, 2011; Amazon Web Services, n.d.; Amazon Web Services, 2024; U.S. Securities and 
Exchange Commission, 2023; U.S. Congress, 2022; New York State Department of Financial Services, 
2023; Federal Trade Commission, 2021; FedRAMP, n.d.; Cybersecurity and Infrastructure Security 
Agency et al., 2023; Federal Bureau of Investigation et al., 2023; International Organization for 
Standardization, 2019; ISO/IEC, 2023; European Parliament and Council, 2022; European Union 
Agency for Cybersecurity, 2024; Tabassi, 2023; Vassilev et al., 2024). 
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Table 1: Literature strands, what they establish, representative sources and the gap addressed by 
this article 

Strand What the literature establishes Representative sources Gap addressed here 

Dependability and 
resilience 
engineering 

Taxonomy of faults and failures; 
resilience as monitoring, 

anticipation, response and 
learning; quantitative resilience 

as performance over time 
through absorb, recover and 

adapt 

Avižienis et al. (2004); 
Hollnagel et al. (2006); Woods 
(2015); Bruneau et al. (2003); 
Henry & Ramirez-Marquez 
(2012); Ganin et al. (2016); 

Linkov et al. (2013) 

Resilience metrics 
applied to an AI-

operated cloud estate, 
with detection and 

decision times as explicit 
components 

Cloud outages, 
SRE and recovery-
oriented 
computing 

Outages come from upgrades, 
configuration, load, network 
and correlated zone failures; 

operator error dominates; 
design for recovery; SLOs, error 
budgets and chaos experiments 

as the operating model 

Gunawi et al. (2014, 2016); 
Oppenheimer et al. (2003); 

Patterson et al. (2002); Ford et 
al. (2010); Hamilton (2007); 

Beyer et al. (2016); Treynor et 
al. (2017); Hauer et al. (2020); 

Basiri et al. (2016) 

Disruption classes and 
dependency logic 

derived from the failure 
studies; strategies 

compared on the same 
estate 

AIOps and 
incident 
management 

Detection and triage are well 
studied, remediation less; 

misrouting is costly; mitigation 
time dominates incident 

duration; LLMs can recommend 
root causes with uneven 

accuracy 

Notaro et al. (2021); Dang et al. 
(2019); Chen et al. (2019, 2020); 

Li et al. (2021); Ahmed et al. 
(2023); Chen et al. (2024); 

Soldani & Brogi (2023); Kephart 
& Chess (2003) 

Detection, classification, 
decision support and 
automation evaluated 

end to end against 
incident outcomes 
rather than model 

accuracy 

Intrusion detection 
and security 
operations 

Low base rates make false 
alarms the dominant cost; 

operational data differ from 
benchmarks; analysts are 

overwhelmed by alerts; lateral 
movement is the attacker's road 

and identity the hub 

Axelsson (2000); Sommer & 
Paxson (2010); McHugh (2000); 
Alahmadi et al. (2022); Kokulu 

et al. (2019); Vielberth et al. 
(2020); Bahrami et al. (2019); 
Strom et al. (2018); Oz et al. 

(2022); Rose et al. (2020) 

Security detection 
calibrated to a false-

alarm budget inside the 
same pipeline as 

reliability detection; 
containment as the 

decision that matters 

Cyber risk, 
decision analysis 
and trust in 
automation 

Invest in proportion to expected 
loss; multicriteria trade-offs; 

attack graphs for propagation; 
heavy-tailed incident costs; 

levels of automation; 
automation bias and 

complacency; calibrated 
confidence and explanations 

Gordon & Loeb (2002); Ganin et 
al. (2020); Keeney & Raiffa 

(1993); Xie et al. (2010); 
Romanosky (2016); Eling & 

Wirfs (2019); Parasuraman et al. 
(2000); Lee & See (2004); 

Parasuraman & Manzey (2010); 
Guo et al. (2017) 

Expected-loss ranking of 
playbooks with 

guardrails on confidence 
and blast radius; wrong 
actions and automation 

harm measured as 
outcomes 

Standards and U.S. 
regulation 

CSF 2.0, SP 800-61 Rev. 3, SP 
800-160 Vol. 2, SP 800-207, 
FedRAMP; SEC disclosure, 
CIRCIA, NYDFS Part 500, 

Safeguards Rule; ISO 22301 and 
27035; DORA for EU operations 

National Institute of Standards 
and Technology (2024); Nelson 
et al. (2025); Ross et al. (2021); 
Rose et al. (2020); FedRAMP 

(n.d.); U.S. Securities and 
Exchange Commission (2023); 

U.S. Congress (2022); New York 
State Department of Financial 

Services (2023) 

Framework components 
mapped to the functions 

and obligations of the 
instruments, with the 

evidence of the testbed 
as the justification for 

sequencing 

Simulation 
methodology 

Verification and validation of 
simulation models; agent-based 
and discrete-event modelling; 

global sensitivity analysis 

Law (2015); Sargent (2013); 
Macal & North (2010); Saltelli et 

al. (2008, 2010) 

A transparent synthetic 
testbed with real trained 

models, one-factor 
sweeps and a Monte 

Carlo analysis over joint 
uncertainty 
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Incident lifecycle and timing metrics 
Figure 2 shows the lifecycle as a state machine. The estate is in normal operations until a disruption 
begins; it is then degraded or under attack but not yet declared, and the time in that state is the time to 
detect. Declaration opens an incident; triage produces a cause hypothesis with a confidence, and the 
time from declaration to the first action is the decision latency. The guarded-automation branch applies 
when the hypothesis is one of the low-risk classes, the confidence exceeds the threshold and the blast 
radius is within the cap; otherwise the recommendation goes to a human for approval. Responding 
executes the action; if availability does not recover and causes remain, the incident returns to triage, 
which is how compound events and wrong hypotheses are handled. Recovering covers failovers in 
flight and restores from backup, where the recovery-time and recovery-point objectives are realised; 
restoration is declared when weighted availability is back above the service-level threshold and stays 
there, and the time from first impact to restoration is the time to restore. Security incidents follow the 
same states, except that lateral movement is a degraded state with no availability loss, so the time to 
detect is measured from initial access, and containment before encryption avoids the restores entirely. 
The framework 
Design principles 
Five principles follow from the literature. First, one telemetry and one lifecycle for reliability and 
security incidents: a zone outage and a ransomware intrusion both appear first as anomalies in the 
same signals and both end in the same recovery actions, so separate pipelines duplicate detection and 
delay the realisation that an availability problem has a security cause (Shahid, 2025; Islam, 2025; Sadia, 
2025). Second, calibrated confidence as the currency of decisions: every model output that can trigger 
an action is a probability with a known false-alarm rate, and the declaration threshold is set to an 
explicit false-alarm budget (Ashik, 2026; Shabbir, 2025; Sadmeen, 2025). Third, expected loss as the 
ranking criterion for actions, which makes a cheap reversible action attractive under uncertainty and 
an expensive irreversible one (a region failover, an isolation of the identity provider) attractive only 
when the evidence is strong (Hasib, 2026; Kynatun, 2026; Mostari, 2026). Fourth, guardrails that bound 
automation by blast radius and confidence, with verification and automatic reversion, so that zero 
decision latency is bought with a known and small automation-harm rate (Hasinur, 2026; Maksudul, 
2026; Mohsin, 2026; Shahriar, 2026). Fifth, the architecture sets the ceiling: no decision rule can restore 
a service that has no replica, so the framework includes the resilience patterns that the decisions depend 
on, and the evaluation reports where the ceiling binds (Shahid, 2026a, 2026b; Sadia, 2026). 
Reference architecture 
Figure 1 shows the reference architecture. Layer 1 is the estate: regions and zones, the service 
dependency graph, third-party dependencies and the backup and replication substrate. Layer 2 is 
telemetry: metrics, logs and traces; security telemetry from identity, endpoint detection, egress and 
administrative changes (Shabbir, 2026; Sumaiya, 2026; Sadmeen, 2026); change and deployment events; 
provider and third-party status; and the demand calendar. Layer 3 is AI analytics: a multivariate 
anomaly scorer, an incident classifier with calibrated class probabilities, a demand forecaster, attack-
path and blast-radius reasoning over the dependency and identity graph, and explanations with 
uncertainty (Umme, 2026). Layer 4 is decision support: risk scoring, playbook recommendation ranked 
by expected loss, guardrails and the automation tier. Layer 5 is response and recovery, from scaling 
and traffic steering through failover, scrubbing, rollback, isolation and restore to third-party fallback. 
Layer 6 is governance and assurance: service-level objectives and error budgets, exercises, post-incident 
reviews, model monitoring and incident reporting. The numbered interfaces are where the evaluation 
measures something: telemetry quality at interface 1, detection at 2 and 3, decision latency and 
correctness at 4, action effect at 5 and policy at 6; the side panel lists the standards and rules to which 
the layers map (Section 6). 
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Figure 1: Reference architecture of the AI-driven cloud resilience and cybersecurity decision-
support framework: six layers, numbered interfaces and the standards and regulatory anchors 

 
 
Figure 2: Incident lifecycle and resilience cycle as a state machine with the timing metrics (time to 

detect, decision latency, time to restore, recovery-time and recovery-point objectives) and the 
guarded-automation branch 
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Decision-support workflow 
Figure 3 shows the workflow as swimlanes. The telemetry platform builds five-minute feature 
windows; AI analytics scores each window and, above the declaration threshold, classifies the cause 
and forecasts demand. The decision-support engine ranks playbooks by expected loss: for each 
candidate action, the sum over classes of the class probability times the loss if that action is taken when 
that class is the cause, where the loss includes the weighted availability lost until the cause is resolved, 
the data lost by an unnecessary failover or restore, the direct cost of the action and its harm when 
wrong. If the top action is in the automatable set, its class probability exceeds the confidence threshold 
and its blast radius (the share of weighted availability it can remove if wrong) is within the cap, it 
executes automatically with verification; otherwise it goes to the on-call engineer with an explanation, 
who confirms or overrides and routes suspected security causes to security operations, which confirms 
the compromise scope from the attack graph, endpoint and identity logs, contains it and informs 
governance of reportable incidents. The cloud platform executes and verifies; if the estate is not 
restored, the incident is re-triaged; governance runs the post-incident review and the regulatory and 
contractual reporting. 
 
Figure 3: Decision-support workflow as BPMN-style swimlanes: telemetry, AI analytics, decision-
support engine, on-call engineering, security operations, cloud platform actions and governance 

 
 
Disruption taxonomy 
Table 2 gives the eight disruption classes the framework is evaluated against, the mechanism of each, 
the signals by which it can be seen, the patterns and actions that address it, and the real-world events 
that motivated it. The classes span the reliability and security sides of the framework and differ in the 
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information available to the operator: a zone outage is visible in health checks at once and on the 
provider's status page within tens of minutes; a bad change is visible in error rates but must be 
connected to the deployment; a demand surge is visible in utilisation and partly predictable from the 
campaign calendar; a third-party failure is visible in the dependency's error rate and status; a denial-
of-service attack is visible in edge utilisation; and an intrusion is visible, before it becomes ransomware, 
only in weak security signals whose strength grows with the number of compromised systems. The 
compound event (a bad change, then a demand surge, then a zone loss within two hours) tests whether 
the lifecycle's re-triage loop separates overlapping causes. 
 

Table 2: Disruption taxonomy of the testbed: eight classes, their mechanisms, visible signals, 
applicable resilience patterns and actions, and real-world analogues 

Class Mechanism in the testbed Visible signals Patterns and actions Real-world analogue 

E1 Zone outage 

One US-East zone loses 
power or network for a 

median of 3 h; single-zone 
services fail; multi-zone 
services lose a third of 
capacity and rebalance 

Health checks at once; 
provider status after 

30 min; errors on 
legacy services 

Multi-zone deployment 
absorbs; migrate single-
zone services (S3+); wait 

otherwise 

Zone-level events in 
provider histories; 

correlated failures in 
Ford et al. (2010) 

E2 Region 
outage 

US-East control plane falls to 
15% and zones to 30% for a 

median of 5 h 

Control-plane and 
zone health checks; 
errors across tiers; 

provider status 

Active-active steering; 
active-passive failover 

(RTO, RPO); region-local 
services wait 

US-EAST-1, December 
2021 (Amazon Web 

Services, 2021) 

E3 DDoS attack 

Edge load multiplied by 
about 8 for a median of 2.5 h 
with a 30% application-layer 

share 

Edge utilisation and 
latency; WAF request 
rate; errors at the API 

gateway 

Scrubbing (95% of attack 
load removed after 10 

min, 3% collateral loss); 
rate limiting 

Volumetric and 
application-layer attacks 

(Mirkovic & Reiher, 
2004; Zargar et al., 2013) 

E4 Ransomware 
intrusion 

One application service 
compromised; lateral 

movement along dependency 
and identity edges during a 
dwell with a median of 16 h; 
then encryption of reachable 

services 

Weak authentication, 
egress, administrative 
and EDR anomalies 
that grow with the 

compromised count; 
obvious once 

encryption starts 

Contain (isolate 
compromised segments, 
reset credentials); restore 
encrypted services from 
backups (RPO = backup 
age); immutable vault 

Colonial Pipeline 
(Beerman et al., 2023); 

Change Healthcare (U.S. 
Department of Health 
and Human Services, 
Office for Civil Rights, 

2024); ransomware 
surveys (Oz et al., 2022) 

E5 Bad change 

A deployment to one tier 
raises its error rate by about 
60% (canary exposes 10% for 

20 min where available) 

Error rate on the tier, 
correlated with change 

recency 

Stop canary (automatic in 
S3+); roll back (15 min); 
change-correlated triage 

Channel File 291 update 
(CrowdStrike, 2024); 

configuration and 
upgrade failures 

(Gunawi et al., 2016) 

E6 Third-party 
failure 

A dependency (DNS, CDN, 
payment processor, e-mail, 
EDR vendor) falls to about 

10% availability for a median 
of 2 h 

Dependency error rate; 
third-party status after 

40 min 

Degraded mode (circuit 
breakers, S1+); secondary 
provider (S3+); EDR loss 

weakens security 
detection 

SaaS and provider 
dependencies in outage 
analyses (Donnellan et 

al., 2025) 

E7 Demand 
surge 

Demand rises 3.5 times over 
15 min for a median of 5 h; 

campaign calendar signals it 
an hour ahead in 70% of 

episodes 

Utilisation and 
latency; demand ratio; 

calendar signal 

Reactive autoscaling 
(S1+); predictive pre-
scaling (S3+); manual 

capacity (S0, 2 h) 

Load-induced outages 
(Gunawi et al., 2016); tail 

latency (Dean & 
Barroso, 2013) 

E8 Compound 
event 

Bad change at onset, surge an 
hour later, zone loss two 

hours after onset 

Overlapping error, 
utilisation and health-

check signals 

Re-triage loop; actions for 
each cause in impact 

order 

Overlapping causes in 
post-incident reports; 
fog of war (Li et al., 

2021) 

 
Methodology 
Research design 
The study is a simulation-based evaluation of the framework against explicit alternatives, in the 
tradition of simulation modelling and of agent-based computational models (Law, 2015; Macal & 
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North, 2010; Epstein, 1999). Figure 4 shows the design. A synthetic enterprise cloud estate is specified 
(Table 3), together with the eight disruption classes of Table 2, their parameters and the five operating 
strategies. The AI components are trained on synthetic histories produced by the same simulator with 
no operator response, so that the models never see the evaluation episodes, and the declaration 
threshold is calibrated to a false-alarm budget on normal fortnights. Three experiment families follow: 
a strategy comparison of nine scenarios (eight disruption classes and a normal fortnight) by five 
strategies over 20 world seeds, one-factor sweeps of 20 parameters over eight seeds each, and a Monte 
Carlo analysis of 120 joint draws of 14 parameters with strategies S1, S3 and S4 on the four most 
consequential classes. Each episode is a fortnight at five-minute resolution (4,032 steps); the disruption 
starts on days three to eight, so that six to eleven days remain for recovery. Verification and validation 
follow the simulation literature: code assertions and traced episodes for verification, and face validation 
against the published failure studies and post-incident reports for the behaviour of the estate (Sargent, 
2013; Gunawi et al., 2016; Amazon Web Services, 2021). The simulator (a27/cloud_sim.py), the 
experiment runner and the raw results are in the supplementary archive. 
 
Figure 4: Study design: testbed specification, model training and calibration, the three experiment 

families, scoring and reporting 

 
 
The synthetic estate 
Table 3 specifies the estate: a stylised U.S. enterprise with a primary region (US-East), a secondary 
region (US-West) and a tertiary region for analytics and the immutable backup vault (US-Central), each 
with three availability zones. Forty-six services form a dependency graph across an edge tier (content 
delivery, DNS, web application firewall, API gateway), an identity tier (identity provider, directory, 
secrets), twenty customer-facing and internal applications (web store, mobile back end, checkout, 
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orders, payments, fraud, inventory, fulfilment, customer relationship management, billing, 
notifications, support portal, partner API, analytics, reporting, administration console and their 
companions), thirteen data stores, three platform services (message queue, machine-learning platform, 
observability) and five third-party dependencies (DNS provider, workforce single sign-on, payment 
processor, e-mail service, endpoint detection vendor). Each service has a deployment pattern: legacy 
single-zone in US-East (fulfilment, billing and their databases), multi-zone in US-East (most 
applications, the cache, queue and search index), active-passive across US-East and US-West with 
asynchronous replication (identity, payments, the transactional databases, customer relationship 
management), active-active across the two regions with health-based traffic steering (edge, web store, 
mobile back end, cart database, object store, observability) or tertiary-region (analytics). Customer-
facing services carry revenue weights that sum to one (checkout 0.20, web store 0.17, mobile back end 
0.12, partner API 0.10, fulfilment 0.08, billing 0.06 and so on), and the weighted availability of the estate 
is the weight-averaged availability of these services, each the product of its own health, its capacity 
success fraction and the availability of its hard dependencies, with soft dependencies degrading to a 
fallback factor; this is the dependency logic of the calculus of service availability (Treynor et al., 2017) 
and the user-weighted logic of meaningful availability (Hauer et al., 2020). Demand follows a daily and 
weekly pattern with noise and unannounced bursts; load-sensitive services succeed on the fraction of 
requests their capacity can serve; and data stores have write rates (orders and payments 150 per minute, 
inventory 80, cart 60, and so on) from which lost writes are computed when a failover or a restore loses 
the writes since the last replication or backup. 
 

Table 3: Specification of the synthetic enterprise cloud estate: regions, zones, service tiers and 
deployment patterns, dependency rules, demand, data and telemetry 

Element Specification Rationale 

Regions and 
zones 

US-East (primary), US-West (secondary), US-Central 
(analytics and immutable backup vault); three availability 

zones each 

Typical U.S. enterprise 
footprint on a hyperscale 
provider (Mell & Grance, 

2011; Amazon Web Services, 
n.d.) 

Services 

46 services: edge 4, identity 3, applications 20, data stores 13, 
platform 3, third parties 5 (workforce SSO, DNS provider, 

payment processor, e-mail service, EDR vendor); third-party 
dependencies modelled as availability paths 

Dependency structure of a 
commerce-type enterprise 
estate; third parties as the 

supply-chain surface (Ohm et 
al., 2020) 

Deployment 
patterns 

Single-zone legacy (fulfilment, billing and their databases); 
multi-zone US-East (most applications, cache, queue, search 

index, fraud and warehouse data); active-passive US-
East/US-West with asynchronous replication (identity, 

secrets, payments, transactional databases, CRM); active-
active with health-based steering (edge, web store, mobile 

back end, cart database, object store, observability); tertiary 
region (analytics, data lake, vault) 

Mixed estates are the norm; 
the patterns set the ceiling of 
what any strategy can restore 

(Hamilton, 2007; Amazon 
Web Services, 2024) 

Availability rule 

Service availability = own health x capacity success fraction x 
product of hard-dependency availabilities x product over 

soft dependencies of (fallback + (1 - fallback) x availability); 
evaluated in topological order each step 

Calculus of service 
availability (Treynor et al., 

2017) 

Weighted 
availability 

Revenue weights on customer-facing services (checkout 0.20, 
web store 0.17, mobile 0.12, partner API 0.10, fulfilment 0.08, 
billing 0.06, CRM and support 0.04 each, notifications 0.03, 

analytics, reporting and administration 0.02 each); weighted 
downtime = integral of (1 - weighted availability) 

User-weighted availability 
(Hauer et al., 2020) 
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Element Specification Rationale 

Capacity and 
demand 

Demand with daily and weekly pattern, slow drift, 4% noise 
and about two unannounced 1.5x bursts a week, normalised 

to a daily peak of 1.0; nominal capacity 1.4 x peak; 
autoscaling +35% per 10-min step (S1+); predictive pre-

scaling to the one-hour forecast (S3+); multi-zone capacity 
falls by a third per lost zone and rebalances to 1.5x 

Headroom and scaling 
behaviour of cloud platforms 
(Verma et al., 2015; Burns et 

al., 2016) 

Data 

Write rates per data store (orders and payments 150/min, 
inventory 80, cart 60, warehouse 40, billing and CRM 30, 

identity 20, object store 20, search 10, catalogue 5); replication 
lag 2 min (S1+) or 4-h snapshots (S0); backups daily (S0, S1), 

6-hourly (S2), hourly immutable (S3, S4) 

Recovery-point objectives as 
data loss (Swanson et al., 
2010; Bartock et al., 2016) 

Telemetry 

23 raw signals per 5-min step: tier error rates, latencies, 
utilisations, demand ratio, zone and control-plane health, 
change recency, authentication, egress, administrative and 
EDR anomalies, provider and third-party status, minimum 

third-party availability, edge request rate; multiplicative 
noise 5%, additive 1%, stale windows when observability is 

degraded 

Continuous monitoring 
(Dempsey et al., 2011); signal 

design after SOC studies 
(Vielberth et al., 2020) 

Time 
5-minute steps; 14-day episodes (4,032 steps); first day 

excluded; onset on days 3 to 8; metrics over the remainder of 
the fortnight 

Enough horizon for serial 
restores; incident timescales 
of hours to days (Gunawi et 

al., 2016) 

Background 
events 

Third-party blips (availability 0.9 for 10-15 min, about two a 
fortnight), zone blips (health 0.8, about one a fortnight), 

about ten benign deployments a fortnight 

Nuisance signals that a 
detector must tolerate 
(Alahmadi et al., 2022) 

 
Disruption classes and their dynamics 
Each disruption class is a process in the simulator whose parameters are listed with the experimental 
design below. A zone outage (E1) sets one US-East zone's health to zero for a log-normal duration with 
a median of three hours; single-zone services in that zone fail, multi-zone services lose a third of their 
capacity and rebalance, and the provider's status page reports the zone after 30 minutes. A region 
outage (E2) reduces the US-East control plane to 15% and all its zones to 30% health for a median of 
five hours, which fails the region-local services, requires the active-passive services to be failed over 
(with a strategy-specific recovery-time objective and a data loss equal to the replication lag) and steers 
the active-active services to US-West at a strategy-specific rate. A distributed denial-of-service attack 
(E3) multiplies edge load by a factor with a median of eight for a median of 2.5 hours, with a 30% 
application-layer component; scrubbing removes 95% of the attack load after ten minutes at a collateral 
cost of 3% of legitimate edge requests. A ransomware intrusion (E4) begins with the compromise of one 
application service and spreads along the dependency and identity graph with a per-step probability 
per edge (lower into the identity provider, which, once compromised, reaches everything); during this 
dwell phase, authentication, egress, administrative-change and endpoint-detection signals rise in 
proportion to the number of compromised services; at the end of the dwell (median 16 hours, log-
normal, clipped to 6 to 36 hours) the attacker encrypts the reachable application, data and platform 
services at six per five minutes, and the encrypted services are unavailable until restored from backup, 
with data loss equal to the age of the backup. A bad change (E5) deploys an error-inducing version to 
a randomly chosen tier with an impact drawn around 0.6; with a canary, only 10% of traffic is exposed 
for the first 20 minutes. A third-party failure (E6) reduces a randomly chosen dependency's availability 
to about 0.1 for a median of two hours. A demand surge (E7) multiplies demand by 3.5 with a 15-minute 
ramp for a median of five hours, with a campaign-calendar signal 60 minutes ahead in 70% of episodes. 
The compound event (E8) is a bad change at onset, a demand surge an hour later and a zone loss two 
hours after onset. Background noise is present in every episode (short third-party and zone blips, 
benign deployments, unannounced demand bursts), so that detectors face nuisance signals. 
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AI components 
Table 4 specifies the AI components and their training data. The incident classifier is a gradient-boosted 
decision-tree model (LightGBM, 160 trees, 15 leaves, balanced class weights) that maps a 30-feature 
window (tier error rates, latencies and utilisations, demand ratio, zone and control-plane health checks, 
change recency, the four security signals, provider status, third-party availability, edge request rate, 
and 15- and 30-minute changes and means) to probabilities over nine classes (normal and the eight 
disruption classes) (Ke et al., 2017). It is trained on 36 synthetic fortnights with no operator response, 
with the disruption parameters varied across their Monte Carlo ranges so that the model does not learn 
one attack size; the lateral-movement phase of an intrusion is labelled as an incident only once at least 
three services are compromised, because before that the signals are indistinguishable from noise; one 
training set is generated per world seed, and the evaluation episodes use different seeds. The anomaly 
scorer is the robust Mahalanobis distance of the window from the distribution of normal-operations 
windows, scaled against its 99th percentile on normal data (Chandola et al., 2009). The incident score 
blends the classifier's incident probability (0.75) with the anomaly score (0.25), and the declaration 
threshold is calibrated on three further normal fortnights to a budget of two declarations per week, 
which is the base-rate discipline the intrusion-detection literature recommends (Axelsson, 2000; 
Sommer & Paxson, 2010); the confidence of the top cause is its probability divided by the incident 
probability, and because the calibration of gradient-boosted models is imperfect the confidence-
threshold sweep examines the consequences (Guo et al., 2017). A security detection counts as evidence 
of compromise, and so can trigger containment, only when the classifier names the intrusion class with 
confidence of at least 0.5 and the 30-minute means of the security signals are themselves elevated; 
without that rule a detector could contain an intrusion it had not really seen. The demand forecaster is 
a gradient-boosted regressor of demand one hour ahead from recent ratios, time of day, day of week 
and the campaign signal; S3 and S4 pre-scale to its forecast. The decision-support engine ranks the 
unresolved causes by impact, recommends the matching playbook and, in S4, executes the low-risk 
playbooks (scale, scrub, roll back, migrate from a lost zone), whose blast radius is within 20% of 
weighted availability by construction, automatically when the top-class confidence is at least 0.85; 
failover, isolation and restores always require approval, and an automated action on a wrong 
hypothesis costs its harm and a 20-minute penalty before re-triage, which is how verification and 
reversion are represented. Its effect on the human is modelled through the decision latency, the 
probability of acting on a wrong hypothesis and the probability of following a wrong classification, all 
lower with decision support, following the evidence on complementary human-AI decision making 
and on automation bias (Bansal et al., 2021; Parasuraman & Manzey, 2010; Goddard et al., 2012). 
 
 

Table 4: AI components of the framework as implemented in the testbed: inputs, model, training 
data, outputs, calibration and the strategies that use them 

Component Inputs Model and training Outputs and calibration Used by 

Incident 
classifier 

30-feature window: 23 
raw signals plus 15-
min changes and 30-
min means of error, 

authentication, egress, 
administrative and 

EDR signals 

LightGBM, 160 trees, 15 
leaves, balanced class weights; 

36 synthetic fortnights per 
world seed with no operator 

response, disruption 
parameters varied across the 
Monte Carlo ranges; samples 

every 10 min 

Probabilities over nine 
classes; confidence of 

the top cause = its 
probability / (1 - 

P(normal)); revised at 
15, 30 and 60 min after 

declaration; an intrusion 
call counts as evidence 

only with confidence >= 
0.5 and elevated 30-min 

security means 

S2, S3, S4 
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Anomaly 
scorer 

Same feature 
window 

Robust Mahalanobis 
distance from the normal-

operations distribution 
(minimum covariance 

determinant on up to 6,000 
normal windows) 

Score scaled against 
the 99th percentile on 
normal data, clipped 

to [0, 1] 

S2, S3, S4 

Incident score 
and 
declaration 

Classifier incident 
probability and 
anomaly score 

Blend 0.75 / 0.25; threshold 
found by bisection on three 

normal fortnights 

Declaration at a 
budget of 2 incidents 

per week (default), re-
armed after six quiet 

evaluations; rules kept 
as a backstop 

S2, S3, S4 

Demand 
forecaster 

Trailing-hour and 
day-ago ratios, time 
of day, day of week, 

campaign signal 
now and in one 

hour 

LightGBM regressor, 200 
trees; same histories 

Demand one hour 
ahead relative to the 

trailing hour; capacity 
target = 1.4 x forecast 

S3, S4 

Rule-based 
detector 

Raw signals Thresholds: error rate > 5%, 
latency > 2x, utilisation > 

90%, third-party availability 
< 50%, health check < 0.5; 

security correlation over 15-
min means: authentication z 
> 1.4 with administrative z > 
1.0, or EDR alerts > 2.7 per 5 

min; two consecutive 
windows 

Binary alert, no cause S1 
(primary); 

S2-S4 
(backstop) 

Decision-
support 
engine 

Open causes, class 
probabilities, action 

effects and costs 

Ranks unresolved causes by 
impact; recommends the 
matching playbook with 

explanation; re-triages when 
availability does not recover 

Decision latency 
median 12 min; 

wrong-hypothesis 
probability 8%; 
automation-bias 
probability 40% 

S3, S4 

Guarded 
automation 

Top class, its 
confidence, blast 

radius of the action 

Automatable set: scale, scrub, 
roll back, migrate from a lost 

zone (blast radius within 
20% of weighted availability 
by construction); confidence 

>= 0.85; verification and 
reversion represented as a 
20-min penalty before re-

triage 

Zero decision latency 
for automated actions; 
8-min approval wait 

otherwise; automated 
wrong actions counted 

S4 

 
Operating strategies 
Table 5 defines the five strategies as a capability matrix; they are cumulative so that the marginal 
contribution of each layer can be read from adjacent columns, and the sweeps separate the 
contributions of individual capabilities. S0 (manual, reactive) detects an incident when weighted 
availability has been below 0.90 for 15 minutes or when complaints accumulate, has no security 
detection beyond chance discovery and the obvious signal of encryption, triages with a median latency 
of 60 minutes and a 35% chance of acting first on a wrong hypothesis, raises fixed capacity manually 
two hours into an incident, has no canary and no third-party fallback, fails over a region manually in 
six hours from four-hour snapshots, restores daily backups serially at three hours each and isolates 
compromised services for 90 minutes. S1 (rule-based monitoring and runbooks) adds threshold 
alerting, a 15-minute correlation rule on the security signals, runbooks (35-minute latency, 25% wrong 
hypotheses), reactive autoscaling, manual canaries, degraded-mode fallbacks, a two-hour runbook 
failover with two-minute asynchronous replication, daily backups restored two at a time and a 60-
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minute isolation window. S2 (AI detection, manual decisions) replaces the detection rules with the 
calibrated classifier and anomaly scorer, keeping the rules as a backstop, but keeps human triage (25-
minute latency, 15% wrong hypotheses, a 70% chance of following a wrong classification) and six-
hourly backups. S3 (AI detection and decision support) adds the expected-loss ranking with 
explanations (12-minute latency, 8% wrong hypotheses, 40% automation bias), predictive autoscaling, 
automatic canary analysis, secondary-provider fallbacks, orchestrated 30-minute failover, hourly 
immutable backups restored four at a time, 30-minute isolation and migration of single-zone services 
out of a lost zone. S4 (guarded automation) is S3 with automatic execution of the low-risk playbooks at 
zero decision latency when the guardrails are satisfied, an eight-minute approval wait otherwise, and 
verification and reversion of automated actions. 
 

Table 5: Operating strategies S0 to S4 as a capability matrix: detection, security detection, triage 
and decision latency, capacity, change management, fallbacks, disaster recovery, backups and 

restores, containment and automation 

Capability 
S0 Manual, 

reactive 
S1 Rules and 

runbooks 
S2 AI detection 

S3 AI decision 
support 

S4 Guarded 
automation 

Availability 
detection 

Weighted 
availability < 

0.90 for 15 min, 
or complaints 

Threshold rules, 
10-min windows 

Calibrated 
classifier and 

anomaly score; 
rules as backstop 

As S2 As S2 

Security detection 
Chance 

discovery; 
encryption 

15-min 
correlation of 
authentication 

and 
administrative 

anomalies; EDR 
bursts 

Classifier on 
security signals 
with evidence 
rule; rules as 

backstop 

As S2 As S2 

Decision latency 
(median) 

60 min 35 min 25 min 12 min 
0 min automated; 

8 min approval 

Wrong first 
hypothesis 

35% 25% 

15% (follows a 
wrong 

classification 
70%) 

8% (follows a 
wrong 

classification 40%) 
As S3 

Capacity 
Fixed; manual 
2.5x after 2 h 

Reactive 
autoscaling 

Reactive 
autoscaling 

Predictive pre-
scaling 

(forecaster) 
As S3 

Change 
management 

No canary 
Manual canary 

(10% for 20 min) 
Manual canary 

Automatic canary 
analysis 

As S3 

Third-party fallback None 
Degraded mode 

(0.5) 
Degraded mode 

Secondary 
provider (0.95) 

after 15 min 
As S3 

Region failover 
(RTO) 

Manual, 6 h Runbook, 2 h Runbook, 2 h 
Orchestrated, 30 

min 
As S3 

Replication (RPO at 
failover) 

4-h snapshots 
2-min 

asynchronous 
2-min 

asynchronous 
2-min 

asynchronous 
As S3 

Traffic steering 
(active-active) 

90 min 10 min 10 min 5 min 5 min 

Backups and 
restores 

Daily; serial, 3 
h each 

Daily; 2 in 
parallel, 90 min 

6-hourly; 2 in 
parallel 

Hourly 
immutable; 4 in 

parallel 
As S3 

Containment 
window 

90 min 60 min 60 min 30 min 30 min 
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Capability 
S0 Manual, 

reactive 
S1 Rules and 

runbooks 
S2 AI detection 

S3 AI decision 
support 

S4 Guarded 
automation 

Zone migration of 
legacy services 

No No No Yes (45 min) Yes 

Automation None 
Autoscaling 

only 
Autoscaling only 

Autoscaling, 
canary 

Low-risk 
playbooks under 

guardrails 

 
Metrics 
Table 6 defines the metrics. The primary outcome is weighted downtime: the integral of one minus 
weighted availability over the post-onset window, in minutes of full-estate-equivalent outage (60 
minutes may be one hour at zero availability or ten hours at 90%). Time to detect is measured from 
onset to the first declaration while the disruption is active, and for the intrusion from initial access to 
the first security detection; first action is the time to the first correct action; time to restore runs from 
first impact to weighted availability sustained above 0.995 for 30 minutes, censored at the end of the 
fortnight. Blast radius, lost writes, services restored, nuisance and blip incidents, wrong actions, 
automated actions and automated wrong actions, and for the intrusion the containment share and the 
compromised and encrypted counts complete the set. Cost combines revenue loss at a stylised $10,000 
per minute of weighted downtime, incident-team labour at $1,800 per hour (three people in S0 and S1, 
two with AI support), scrubbing at $2,000 per hour, extra capacity at $4,000 per hour of estate-wide 
capacity above nominal, restores at $25,000 per service and lost writes at $35 each; these are 
assumptions of the order reported for large enterprises, and the cost is reported by component so that 
the reader can re-weight it (Romanosky, 2016; Eling & Wirfs, 2019; IBM, 2025). 
 
Table 6: Outcome metrics: definitions, units, the window over which each is measured and the cost 

assumptions 

Metric Definition Unit and window Notes 

Weighted 
downtime 

Integral of (1 - weighted availability) 
from onset to the end of the fortnight 

Minutes of full-
estate outage 

equivalent; 6-11 
days 

Primary outcome; 60 min 
may be one hour at zero 

availability or ten hours at 
90% 

Mean weighted 
availability 

Mean of weighted availability over the 
same window 

Share 
Companion to weighted 

downtime 

Blast radius 
Largest share of weighted availability 

lost at any moment after onset 
Share 

Severity of the worst 
moment 

Time to detect 
(MTTD) 

Onset to the first declaration while the 
disruption is active; for the intrusion, 

initial access to the first security 
detection 

Minutes; share of 
episodes detected 

Canary stops count as 
detections 

First action Onset to the first correct action Minutes 
Includes decision latency 

and wrong-hypothesis 
penalties 

Time to restore 
(MTTR) 

First impact to weighted availability >= 
0.995 sustained 30 min 

Minutes; censored at 
the end of the 

fortnight 

Zero when the disruption 
causes no impact 

Lost writes and 
restores 

Write rate x replication lag at failover, 
plus write rate x backup age at restore; 

number of services restored 
Writes; count 

Realised recovery-point 
loss 

Intrusion outcomes 
Share contained before encryption; 

compromised and encrypted services; 
time to security detection 

Share; count; 
minutes 

Reported for E4 only 
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Metric Definition Unit and window Notes 

Nuisance and blip 
incidents 

Declarations with weighted availability 
>= 0.99 outside the disruption; 

declarations on background blips 
Count per fortnight The cost of sensitivity 

Wrong and 
automated actions 

Actions on a hypothesis that was not an 
open cause; automated actions and 

automated wrong actions (S4) 
Count per episode 

Automation harm = 
automated wrong actions 

Cost 

Revenue $10,000 per minute of 
weighted downtime + labour $1,800 

per hour of open incident (3 people S0-
S1, 2 otherwise) + scrubbing $2,000 per 
hour + extra capacity $4,000 per estate-
hour above nominal + restores $25,000 

each + lost writes $35 each 

US dollars (millions) 
Stylised assumptions, 

reported by component so 
they can be re-weighted 

 
Parameters and experimental design 
Table 7 lists the assumed parameters with their default values and the ranges used in the sweeps and 
the Monte Carlo analysis. The sweeps vary one parameter at a time over eight seeds with the strategies 
and scenarios most sensitive to it: detection and decision parameters (the false-alarm budget, the 
attacker's dwell, spread and signal strength, a multiplier on decision latency, the automation confidence 
threshold, observability quality and telemetry noise) in group A, and architecture and recovery 
parameters (the recovery-time objective, replication lag, backup interval, restore parallelism and 
isolation window of S3, and the sizes of the region outage, attack, surge, bad change and third-party 
failure) in group B. The Monte Carlo analysis draws 14 parameters jointly and uniformly from their 
ranges, trains the models afresh for each draw and runs S1, S3 and S4 on the region outage, denial-of-
service, intrusion and bad-change scenarios; the outcome differences between strategies are then 
regressed on the standardised factors, and the share of draws in which each strategy ranks first is 
reported, following the practice of global sensitivity analysis (Saltelli et al., 2008; Saltelli et al., 2010). 
All random numbers are seeded, and the supplementary archive reproduces every table. 
 
Table 7: Assumed parameters of the testbed with default values, the sweep ranges and the Monte 

Carlo ranges 

Parameter group 
Names 

(a27/cloud_sim.py) 
Default Sweep values 

Monte Carlo 
range 

Zone outage duration e1_dur 
180 min (log-normal, sd 

0.5) 
– – 

Region outage duration; 
residual health 

e2_dur; e2_cp, e2_infra 300 min; 0.15, 0.30 120, 300, 600 120-600 

DDoS load multiple; 
duration; app-layer share 

e3_mult; e3_dur; 
e3_app 

8; 150 min; 0.3 3, 8, 15 3-15 

Attacker dwell (median, 
clipped 360-2,160); spread 
per edge per step; into IdP; 
signal strength 

e4_dwell; e4_spread; 
e4_idp; e4_sig 

960 min; 0.008; 0.004; 
1.0 

480-2,880; 0.004-
0.016; –; 0.5-1.5 

480-2,880; 
0.004-0.016; –; 

0.5-1.5 

Bad change impact; canary 
share and length 

e5_impact; 
e5_canary_share, 
e5_canary_min 

0.6; 0.1, 20 min 0.2, 0.6, 1.0 0.2-1.0 

Third-party residual 
availability; duration 

e6_av; e6_dur 0.1; 120 min 0.0, 0.1, 0.4 0.0-0.4 

Security evidence rule (30-
min means): combined z; 
EDR per 5 min 

sec_ev; sec_edr 1.0; 1.3 – – 
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Parameter group 
Names 

(a27/cloud_sim.py) 
Default Sweep values 

Monte Carlo 
range 

Multi-region application tier 
(architecture variant) 

mr_app 0 (multi-zone) 0, 1 – 

Surge multiple; ramp; 
duration; lead signal 
probability 

e7_mult; e7_ramp; 
e7_dur; e7_lead_p 

3.5; 15 min; 300 min; 0.7 
2, 3.5, 5; lead 0, 

0.7, 1 
2-5 

Capacity headroom; 
autoscaling step and lag; 
manual scaling lag 

headroom; scale_step, 
scale_lag; 

manual_scale_lag 

1.4; 0.35, 10 min; 120 
min 

– – 

Replication lag; S0 snapshot 
interval 

repl_lag; snap_int 2 min; 240 min 1, 2, 10, 30 – 

Backup interval by strategy backup_int 
1,440, 1,440, 360, 60, 60 

min 
S3: 15, 60, 360, 

1,440 
S3: 15-1,440 

Restore time and parallelism 
restore_min, 
restore_par; 

restore_min_s0 

90 min, 4 (S3+); 180 min 
serial (S0) 

parallel 1, 2, 4, 8 – 

Failover RTO by strategy; 
steering lag 

rto; steer_lag 
360, 120, 120, 30, 30 

min; 90, 10, 10, 5, 5 min 
S3: 15, 30, 60, 

120 
S3: 15-120 

Decision latency medians; 
log-sd; approval wait 

dec_med; dec_sd; 
approve 

60, 35, 25, 12, 12 min; 
0.45; 8 min 

multiplier 0.5, 1, 
2 

0.5-2 

Wrong-hypothesis 
probability; penalty 

wrong; wrong_pen 
0.35, 0.25, 0.15, 0.08, 

0.08; 20 min 
– – 

False-alarm budget; 
automation threshold and 
blast-radius cap 

fa_week; auto_thr, 
auto_cap 

2 per week; 0.85, 0.20 0.5-8; 0.6-0.95 0.5-4; – 

Observability quality; 
telemetry noise 

obs_quality; noise 1.0; 1.0 
0.4, 0.7, 1.0; 0.5, 

1, 2 
0.5-1.0; 0.5-2 

Containment window by 
strategy 

isol_min 90, 60, 60, 30, 30 min 
S3: 15, 30, 60, 

120 
– 

Scrubbing efficiency, lag, 
collateral 

scrub_eff, scrub_lag, 
scrub_drop 

0.95, 10 min, 0.03 0.8, 0.95, 0.99 – 

Rollback time; fallback 
switch time and degraded 
factor 

rollback_min; 
fallback_min, fallback_f 

15 min; 15 min, 0.5 – – 

Cost rates 
rev_pm, labour_h, 

scrub_h, cap_h, 
restore_cost, loss_tx 

$10,000/min; $1,800/h; 
$2,000/h; $400/h per 

10%; $25,000; $35 
– – 

 
Results 
Strategy comparison 
Table 8 and Figure 5 give the primary outcome, weighted downtime in minutes of full-estate-equivalent 
outage, for the nine scenarios and five strategies, averaged over 20 world seeds. Four patterns stand 
out. First, the ransomware intrusion dominates the manual baseline: S0 loses 3,736 weighted minutes 
(about 2.6 days of full outage in a window of six to eleven days) because no intrusion is contained 
before encryption, 24 services on average are encrypted and are restored serially at three hours each 
from day-old backups. Rule-based security correlation (S1) contains 70% of intrusions before 
encryption and cuts the loss to 144 minutes; AI detection (S2) contains 85% and cuts it to 47; decision 
support (S3) halves it again to 21 through the shorter containment window and parallel restores. 
Second, the region outage is the one scenario in which the strategies barely differ: 439 minutes for S0 
and 338 to 347 for the others, because the application tier, the cache, the queue and most data stores are 
deployed only in the primary region, so that weighted availability falls to near zero for the whole 
outage whatever the operator does, and the failover of the active-passive data stores only matters for 
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the tail. Third, for the fast-moving scenarios the gains come from decision latency and the right first 
action: the bad change falls from 37 minutes (S0) to 17 (S1), 13 (S2) and 2 (S3 and S4, where automatic 
canary analysis stops the rollout at 10% exposure); the denial-of-service attack from 59 to 41, 32, 22 and 
17; the compound event from 87 to 27, 25, 11 and 11; the third-party failure from 13 to 11, 10, 4 and 4 
(the secondary provider of S3 is the lever; S1's degraded mode gains little because its wrong first actions 
cost about what its fallback saves); and the demand surge from 73 to 5, 5, 6 and 7, almost all of it from 
reactive autoscaling alone. Fourth, the zone outage is small for every strategy (4 to 11 minutes) because 
the multi-zone patterns absorb it and only the two legacy single-zone services and their databases are 
lost; S3's zone migration removes most of that. 
Summed over the eight disruption scenarios, S1 retains 14% of S0's weighted downtime, S2 11%, S3 9% 
and S4 9%; excluding the ransomware scenario, which dominates S0, the shares are 64%, 61%, 54% and 
53%. Cost follows the same order: $74.7 million summed over the eight scenarios for S0 (of which $44.6 
million is revenue loss and $27.9 million lost writes and restores, nearly all from the intrusion), $10.1 
million for S1, $6.0 million for S2, $5.1 million for S3 and $5.1 million for S4; the normal fortnight costs 
$0.03 million under S0 and $0.10 to 0.11 million under the others, which is the price of autoscaling 
headroom and of the nuisance incidents the detectors raise. S4's guarded automation adds a small gain 
over S3 for the denial-of-service attack (17 against 22 minutes), where the automated scrub starts five 
minutes after declaration, and a small loss for the surge and the zone outage, where its automated 
wrong actions cost a few minutes; at the default confidence threshold the two strategies are 
indistinguishable in the sum. 
 

Table 8: Weighted downtime (minutes of full-estate-equivalent outage; mean and standard 
deviation over 20 world seeds) by scenario and strategy, with the sum over the disruption 

scenarios and its ratio to S0 

Scenario S0 Manual S1 Rules S2 AI detection 
S3 Decision 

support 
S4 Guarded 
automation 

Normal fortnight 2 (5) 1 (1) 1 (1) 1 (0) 1 (1) 

E1 Zone outage 11 (11) 10 (10) 10 (10) 4 (3) 5 (5) 

E2 Region outage 439 (117) 347 (157) 345 (158) 338 (160) 338 (160) 

E3 DDoS attack 59 (24) 41 (13) 32 (11) 22 (6) 17 (6) 

E4 Ransomware 
intrusion 

3736 (2159) 144 (300) 47 (26) 21 (13) 23 (12) 

E5 Bad change 37 (24) 17 (7) 13 (12) 2 (2) 2 (3) 

E6 Third-party failure 13 (20) 11 (16) 10 (15) 4 (6) 4 (5) 

E7 Demand surge 73 (43) 5 (6) 5 (5) 6 (5) 7 (5) 

E8 Compound event 87 (46) 27 (13) 25 (14) 11 (7) 11 (7) 

Sum over E1-E8 4455 602 486 408 406 

Relative to S0 100% 14% 11% 9% 9% 
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Figure 5: Weighted downtime by scenario and strategy, cost decomposition summed over the eight 
disruption scenarios, and summed downtime relative to S0| 

 
 
Incident timelines 
Figure 6 shows single-seed timelines of weighted availability for three scenarios under S0, S1, S3 and 
S4, with the same disruption and demand path for every strategy. In the region outage (panel a) 
availability falls to between 0.02 and 0.10 within minutes under every strategy and stays there for the 
5.7 hours of the outage; S3 and S4 hold about 0.09 rather than 0.04 because their active-active services 
are steered to the secondary region in five minutes, and S0 recovers 1.7 hours after the others because 
its manual failover is still in flight when the region returns. In the compound event (panel b) the bad 
change at onset costs S0 and S1 27% of weighted availability; S1 rolls it back after an hour, S0 only after 
2.7 hours, and S3 and S4 stop it at the canary; the surge an hour later takes S0's fixed capacity down to 
about 40% for an hour and causes only a short dip under the autoscaling strategies; and in this seed the 
lost zone held no legacy service. In the demand surge (panel c) S0's fixed capacity saturates at about 
45% for 1.2 hours until manual scaling, reactive scaling under S1 recovers within 20 minutes of the 
ramp, S3 and S4 (whose forecaster had no campaign signal in this seed) dip in the same way, and every 
strategy dips again at an unannounced second burst at 3.8 hours. 
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Figure 6: Weighted availability after onset for the region outage, the compound event and the 
demand surge under S0, S1, S3 and S4 (world seed 0) 

 
 
Timing metrics 
Table 9 reports the median time to detect, the median time to the first correct action and the median 
time to restore. Detection is fast for every strategy in the scenarios with large availability signatures 
(medians of 0 to 10 minutes for the region outage, the attack, the bad change and the surge), and the 
strategies separate on the first correct action: for the region outage the medians are 85, 50, 30, 15 and 10 
minutes from S0 to S4; for the denial-of-service attack 80, 53, 33, 15 and 5; for the bad change 113, 65, 
40, 10 and 10. These differences are the sum of the decision latency and the wrong-hypothesis penalties 
of Table 5, and they translate into downtime in proportion to the depth of the degradation. Time to 
restore is architecture-bound where the strategies cannot act on the cause (the region outage's 368 
minutes under S1 to S4 is the outage duration plus the steering lag; the attack's 153 minutes is the attack 
duration, because scrubbing leaves a residual that keeps the edge above its threshold) and follows the 
first correct action where they can: the bad change is restored in a median of 135 minutes under S0, 85 
under S1, 60 under S2 and 15 to 18 under S3 and S4; the compound event in 250, 90, 85, 18 and 18; the 
zone outage in 120 minutes under S0 to S2 (the zone's return) and 53 to 60 under S3 and S4 (the 
migration). For the intrusion the time to detect runs from initial access to the first security detection: a 
median of 998 minutes under S0 (the encryption itself), 450 under S1 and 340 under S2 to S4; time to 
restore is 3,610 minutes under S0 (serial restores), 55 under S1 and S2 (the isolation window) and 25 
under S3 and S4. 
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Table 9: Median time to detect, time to the first correct action and time to restore (minutes) by 
scenario and strategy 

Scenario (median MTTD / 
first correct action / MTTR, 

min) 
S0 S1 S2 S3 S4 

E1 Zone outage 40 / 95 / 120 5 / 48 / 120 2 / 35 / 120 0 / 15 / 60 0 / 8 / 52 

E2 Region outage 10 / 85 / 458 5 / 50 / 368 0 / 30 / 368 0 / 15 / 368 0 / 10 / 368 

E3 DDoS attack 10 / 80 / 152 5 / 52 / 152 0 / 32 / 152 5 / 15 / 152 5 / 5 / 152 

E4 Ransomware intrusion 
998 / 1058 / 

3610 
450 / 490 / 55 340 / 372 / 55 340 / 355 / 25 340 / 355 / 25 

E5 Bad change 10 / 112 / 135 15 / 65 / 85 15 / 40 / 60 10 / 10 / 18 10 / 10 / 15 

E6 Third-party failure 10 / 88 / 38 5 / 55 / 22 2 / 28 / 22 5 / 15 / 22 2 / 15 / 25 

E7 Demand surge 20 / 100 / 100 10 / 25 / 18 10 / 35 / 15 10 / 20 / 15 10 / 15 / 15 

E8 Compound event 10 / 100 / 250 10 / 55 / 90 10 / 45 / 85 10 / 90 / 18 10 / 80 / 18 

 
The ransomware intrusion in detail 
Figure 7 and Table 10 examine the intrusion. In the single-seed timeline of panel (a) the attacker 
compromises a growing share of services during the dwell; S1 detects it at about eight hours and S3 at 
about seven, when eight or nine services (a fifth of the estate) are compromised, isolate them for an 
hour (S1) or 30 minutes (S3) and lose most of weighted availability for that window because the isolated 
set includes the identity provider; S0 sees nothing until encryption at 15 hours, when 22 services (48% 
of the estate) have been reached, and is still restoring them serially at the end of the fortnight. Panel (b) 
shows the incident score under S3 during the dwell: it stays near zero until the security signals of the 
compromised services lift the 30-minute means, crosses the declaration threshold at about seven hours 
and is confirmed by the evidence rule. Panel (c) shows detection times and containment for the 20 seeds: 
S0 detects at encryption (6 to 36 hours); S1 detects at a median of 7.5 hours and contains 14 of 20; S2 to 
S4 detect at a median of 5.7 hours and contain 17 of 20. The three seeds that S2 to S4 fail to contain are 
those with the shortest dwells (six to eleven hours), in which the attacker encrypts before the signals of 
three or four compromised services separate from noise, so that the ceiling here is the attacker's speed 
relative to the signal, not the detector; S1 misses those three and three more with dwells of nine to 
eighteen hours, in which its correlation rule fires too late. 
Table 10 gives the aggregate: the share contained before encryption rises from 0% (S0) to 70% (S1) and 
85% (S2 to S4); the number of compromised services at containment falls from 27 (at encryption, S0) to 
14, 8 and 7; the number encrypted from 24 to 2.8, 0.4 and 0.3; lost writes from 559,000 to 84,000, 1,400 
and 280; and the mean cost from $58.4 million to $4.6, $0.65, $0.34 and $0.36 million. The S1 figures hide 
a heavy tail: its median downtime is 50 minutes but its 90th percentile is 211 and its standard deviation 
300, because the 30% of intrusions it misses are expensive; S2 to S4 have 90th percentiles of 24 to 55 
minutes. Containment itself costs availability: isolating the compromised services, which usually 
include the identity provider, takes weighted availability down by 68 to 80% for the isolation window, 
which is why S3's 30-minute window halves S1's and S2's downtime although their containment shares 
are similar. 
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Figure 7: The ransomware intrusion: single-seed timeline of availability and compromised share 
under S0, S1 and S3, the incident score during the dwell under S3, and detection time and 

containment over 20 seeds 

 
 
 

Table 10: Ransomware intrusion outcomes by strategy: security detection, containment before 
encryption, compromised and encrypted services, lost writes, restores, weighted downtime, time to 

restore and cost (20 seeds) 

Outcome (20 seeds) S0 S1 S2 S3 S4 

Security detection before the end of the 
episode (share of seeds) 

100% 100% 100% 100% 100% 

Time to security detection, median (min) 998 450 340 340 340 

Contained before encryption (share of 
seeds) 

0% 70% 85% 85% 85% 

Compromised services at containment or 
encryption (mean) 

27.1 14.4 8.2 7.2 7.5 

Services encrypted (mean) 24.4 2.8 0.4 0.3 0.3 

Services restored from backup (mean) 24.4 2.8 0.4 0.3 0.3 

Lost writes (mean) 559,316 84,461 1,357 278 278 

Blast radius (largest share of weighted 
availability lost) 

89% 80% 72% 68% 72% 

Weighted downtime, mean (SD), min 3736 (2159) 144 (300) 47 (26) 21 (13) 23 (12) 
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Outcome (20 seeds) S0 S1 S2 S3 S4 

Weighted downtime, median and 90th 
percentile, min 

4318; 6131 50; 211 47; 55 21; 24 21; 25 

Time to restore, median (min) 3610 55 55 25 25 

Cost, mean (SD), $ million 58.41 (32.41) 4.58 (11.45) 0.65 (0.45) 0.34 (0.18) 0.36 (0.18) 

 
Distributions, costs and side effects 
Figure 8 shows the distributions over seeds for four scenario-metric pairs. The region outage's 
downtime distribution is wide (interquartile range 210 to 450 minutes) and identical in shape across S1 
to S4 because it is the outage-duration distribution, with S0 shifted up by its manual failover; the 
intrusion's downtime spans three orders of magnitude under S0 and S1 and collapses to a narrow band 
under S2 to S4; the attack's downtime halves from S1 to S3, with S2 showing a tail from wrong first 
actions; and the bad change's time to restore falls from a median of 135 minutes and a 90th percentile 
of 229 (S0) to 15 to 18 minutes (S3 and S4). 
 
Figure 8: Distributions over 20 seeds: weighted downtime for the region outage, the intrusion and 

the denial-of-service attack, and time to restore for the bad change, by strategy 

 
 
Table 11 decomposes the cost summed over the eight disruption scenarios and reports the side effects. 
Revenue loss is 60% of S0's cost, 59% of S1's and about 80% of the others'; lost writes and restores are 
the second component of S0 ($27.9 million, from day-old backups and four-hour snapshot replication) 
and S1 ($3.1 million), and they all but disappear from S2 upward; extra capacity ($0.84 million for every 
autoscaling strategy) is the largest remaining item, and labour is small at the assumed rates. The side 
effects run the other way. Nuisance incidents (declarations with the estate healthy) average 0.0 per 
fortnight under S0, about 1 under S1 and about 3 under S2 to S4, which is within the budget of two per 
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week at which the detectors were calibrated but three times S1's rate; the blip incidents on background 
third-party and zone blips are similar across S1 to S4. Wrong actions summed over the eight scenarios 
fall from 4.6 per set of episodes under S0 to 3.6 under S1, rise to 4.3 under S2 (the automation-bias cost 
of acting on a wrong classification without decision support), and fall to 1.5 under S3 and 2.6 under S4; 
S4 takes 3.7 automated actions per set of episodes, of which 0.55 are wrong, concentrated in the surge, 
the intrusion, the third-party and the compound scenarios, where a confident misclassification triggers 
a needless scrub or scale-up. The automated wrong actions cost a few minutes each under the 
guardrails, which is the small S4 penalty seen in Table 8 for the surge and the bad change. 
 

Table 11: Cost decomposition summed over the eight disruption scenarios ($ million) and side 
effects per strategy: nuisance and blip incidents per fortnight, wrong actions, automated actions 

and automated wrong actions 

Cost component or side effect S0 S1 S2 S3 S4 

Revenue loss ($ million) 44.55 6.02 4.86 4.08 4.06 

Incident labour ($ million) 0.55 0.20 0.17 0.15 0.15 

Scrubbing ($ million) 0.00 0.00 0.00 0.00 0.00 

Extra capacity ($ million) 1.72 0.84 0.84 0.84 0.84 

Restores ($ million) 0.61 0.07 0.01 0.01 0.01 

Lost writes ($ million) 27.31 3.01 0.10 0.06 0.06 

Total ($ million) 74.74 10.14 5.99 5.14 5.12 

Normal fortnight cost ($ million) 0.03 0.10 0.11 0.11 0.11 

Nuisance incidents per fortnight (mean 
over the nine scenarios) 

0.0 1.0 3.1 3.1 3.0 

Blip incidents per fortnight (mean over 
the nine scenarios) 

0.2 0.5 0.7 0.7 0.7 

Wrong actions (sum over E1-E8, per set 
of episodes) 

4.6 3.6 4.3 1.5 2.6 

Automated actions (sum over E1-E8) 0.0 0.0 0.0 0.0 3.7 

Automated wrong actions (sum over E1-
E8) 

0.00 0.00 0.00 0.00 0.55 

 
Sensitivity to detection and decision parameters 
Table 12 and Figure 9 report the one-factor sweeps of group A (eight seeds per point). The false-alarm 
budget has a threshold character: at 0.5 declarations per week the detectors raise 0.2 nuisance incidents 
per fortnight but contain only 38% of intrusions, with a median security detection at 818 minutes; at 
one per week they raise 1.2 to 1.5 and contain 88% at 302 minutes; from two to eight per week 
containment and detection time do not improve (88%, 278 to 285 minutes) while nuisance incidents rise 
from 3 to 14 per fortnight. The default budget of two per week is therefore at the knee, and one per 
week would buy a third of the nuisance at no cost in containment on this testbed. The attacker's dwell 
is the next determinant: with a median dwell of eight hours S1 contains 62%, S2 75% and S3 88%; at 16 
hours 75%, 88% and 88%; at 24 hours 88% for all three; and at 48 hours every strategy contains every 
intrusion, because S1's correlation rules eventually see an attacker who has reached a dozen services. 
The AI detector's advantage is therefore an advantage against fast attackers. Lateral spread cuts both 
ways: a slower spread gives the attacker fewer services at encryption but weaker signals, and a faster 
spread is caught earlier, so that S3's containment rises to 100% and S1's downtime falls from 226 to 50 
minutes at the fast spread. The security signal strength has the largest effect: at half the default strength 
S1 contains 38%, S2 50% and S3 62%, with S3's median detection moving from 4.6 to 9.1 hours; at 1.5 
times the default every strategy contains every intrusion. Decision latency scales the fast-moving 
scenarios roughly linearly: halving and doubling it moves the denial-of-service downtime from 33 to 
59 minutes under S1 and from 19 to 33 under S3, and the bad-change downtime from 10 to 33 under S1 
while S3 stays at 1 to 2 because its canary analysis acts before any decision; the region outage does not 
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respond because its loss is architectural. The automation confidence threshold has no measurable effect 
between 0.6 and 0.95: the classifier's top-class confidence is close to one for the clear-cut classes and low 
otherwise, so the guardrail rarely binds in that range, and the automated wrong actions (0.12 to 0.25 
per episode in the surge scenario) come from confident misclassifications that a threshold below one 
does not stop. Observability quality and telemetry noise act mainly through the nuisance rate: at 
observability 0.4 or noise 2.0 the nuisance incidents roughly double (6 to 7 per fortnight) and security 
detection is delayed by one to two hours, with containment falling to 75% under S2 at double noise. 
 

Table 12: One-factor sweeps of the detection and decision parameters (group A; eight seeds per 
point): outcomes by parameter value and strategy 

Parameter Scenario: metric (strategies) Value 1 Value 2 Value 3 Value 4 Value 5 

False-alarm budget 
(per week) 

Normal: nuisance incidents 
per fortnight (S2 / S3) 

0.5: 0.2 / 
0.2 

1: 1.5 / 1.2 2: 3.0 / 3.1 4: 6.5 / 6.8 
8: 14.0 / 

13.6 

False-alarm budget 
(per week) 

E4: contained before 
encryption (S2 / S3) 

0.5: 38% / 
38% 

1: 88% / 
88% 

2: 88% / 
88% 

4: 88% / 
88% 

8: 88% / 
88% 

False-alarm budget 
(per week) 

E4: median time to security 
detection (min) (S3) 

0.5: 818 1: 302 2: 278 4: 280 8: 285 

Attacker dwell, 
median (min) 

E4: contained before 
encryption (S1 / S2 / S3) 

480: 62% / 
75% / 88% 

960: 75% / 
88% / 88% 

1440: 88% / 
88% / 88% 

2880: 100% 
/ 100% / 

100% 
 

Attacker dwell, 
median (min) 

E4: weighted downtime 
(min) (S1 / S2 / S3) 

480: 136 / 
78 / 26 

960: 226 / 
58 / 26 

1440: 67 / 
57 / 25 

2880: 51 / 
47 / 20 

 

Lateral spread per 
edge per step 

E4: contained before 
encryption (S1 / S3) 

0.004: 88% 
/ 88% 

0.008: 75% 
/ 88% 

0.016: 88% 
/ 100% 

  

Security signal 
strength 

E4: contained before 
encryption (S1 / S2 / S3) 

0.5: 38% / 
50% / 62% 

1: 75% / 
88% / 88% 

1.5: 100% / 
100% / 
100% 

  

Security signal 
strength 

E4: weighted downtime 
(min) (S1 / S3) 

0.5: 446 / 
54 

1: 226 / 26 1.5: 51 / 21   

Decision latency 
multiplier 

E3: weighted downtime 
(min) (S1 / S3) 

0.5: 33 / 19 1: 40 / 22 2: 59 / 33   

Decision latency 
multiplier 

E5: weighted downtime 
(min) (S1 / S3) 

0.5: 10 / 2 1: 20 / 1 2: 33 / 2   

Decision latency 
multiplier 

E2: median first correct 
action (min) (S1 / S3) 

0.5: 22 / 10 1: 40 / 15 2: 58 / 30   

Automation 
confidence 
threshold 

E3: automated actions; 
automated wrong (S4) 

0.6: 1.1; 
0.12 

0.75: 1.1; 
0.12 

0.85: 1.0; 
0.00 

0.95: 1.0; 
0.00 

 

Automation 
confidence 
threshold 

E7: automated actions; 
automated wrong (S4) 

0.6: 1.1; 
0.25 

0.75: 1.0; 
0.12 

0.85: 1.0; 
0.12 

0.95: 1.0; 
0.12 

 

Automation 
confidence 
threshold 

E7: weighted downtime 
(min) (S4) 

0.6: 5 0.75: 5 0.85: 5 0.95: 5  

Observability 
quality 

E4: median time to security 
detection (min) (S2 / S3) 

0.4: 400 / 
338 

0.7: 302 / 
302 

1: 272 / 278   

Observability 
quality 

E8: nuisance incidents per 
fortnight (S2 / S3) 

0.4: 6.0 / 
5.6 

0.7: 2.9 / 
2.6 

1: 3.1 / 2.8   

Telemetry noise 
multiplier 

E4: contained before 
encryption (S2 / S3) 

0.5: 88% / 
88% 

1: 88% / 
88% 

2: 75% / 
88% 

  

Telemetry noise 
multiplier 

E4: nuisance incidents per 
fortnight (S2 / S3) 

0.5: 3.4 / 
3.9 

1: 3.9 / 3.8 2: 6.6 / 6.8   



American Journal of Data Science and Analytics, July 2026, 99-143 

126 
 

 
 

Figure 9: Detection and decision sweeps: the false-alarm budget against nuisance incidents and 
containment, attacker dwell, security signal strength and decision latency 

 
 
Sensitivity to architecture and recovery parameters 
Table 13 and Figure 10 report group B. The recovery-time objective of the orchestrated failover makes 
almost no difference to the region outage (333 to 339 minutes from a 15-minute to a 120-minute 
objective), because the application tier, the cache and the queue are deployed only in the primary region 
and the failover of the data stores restores nothing the applications can use; the multi-region application 
tier is the lever, cutting the outage from 344 to 199 minutes under S1 and from 333 to 93 minutes under 
S3, where the remainder is the steering lag and the failover of the stores. This is the clearest instance of 
the architecture ceiling: below it the operating strategy changes the outcome by a few per cent, above 
it by a factor of two. Data loss follows the recovery-point parameters linearly: lost writes at failover 
scale with the replication lag (635 at one minute to 19,050 at 30) and lost writes at restore with the 
backup interval (174 at 15 minutes to 16,700 at a day), so hourly immutable backups are worth about 
16,000 writes per intrusion relative to daily backups. Restore parallelism and the containment window 
set the intrusion's downtime once it is contained: one restore at a time gives 47 minutes, two 33, four 
and eight 26; the containment window moves the downtime from 16 minutes at 15 minutes to 91 at two 
hours, because the isolated set usually includes the identity provider and most of the estate waits for 
it. The disruption-size sweeps show the strategies scaling in parallel: the region outage's downtime is 
linear in its duration under both S1 and S3 (178 and 160 minutes at two hours, 630 and 623 at ten); the 
denial-of-service downtime rises with the attack multiple from 23 to 47 minutes under S1, 14 to 27 
under S3 and 10 to 19 under S4, and scrubbing efficiency matters below 95% (35 minutes at 80%, 22 at 
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95% and 99%); the demand surge costs 1 to 10 minutes under S1 and 1 to 11 under S3 across multiples 
of two to five, the one place where S3 does not improve on S1, because the forecaster's pre-scaling does 
not beat reactive scaling on a 15-minute ramp and the campaign lead signal changes the downtime by 
one or two minutes, within the seed noise. The bad change scales with its impact under S1 (8 to 24 
minutes) and not under S3 (1 to 2), and the third-party failure's residual availability matters little (7 to 
9 minutes under S1, 2 to 3 under S3) because the fallback, not the residual, decides the outcome. 
 
Table 13: One-factor sweeps of the architecture and recovery parameters (group B; eight seeds per 

point): outcomes by parameter value and strategy 

Parameter Scenario: metric (strategies) Value 1 Value 2 Value 3 Value 4 

S3 failover RTO (min) 
E2: weighted downtime 

(min) (S3) 
15: 333 30: 333 60: 335 120: 339 

Multi-region 
application tier (0 no, 1 
yes) 

E2: weighted downtime 
(min) (S1 / S3) 

0: 344 / 333 1: 199 / 93   

Replication lag (min) E2: lost writes (S3) 1: 635 2: 1,270 10: 6,350 30: 19,050 

S3 backup interval 
(min) 

E4: lost writes (S3) 15: 174 60: 696 360: 4,175 1440: 16,700 

Parallel restores (S3) 
E4: weighted downtime 

(min) (S3) 
1: 47 2: 33 4: 26 8: 26 

S3 containment 
window (min) 

E4: weighted downtime 
(min) (S3) 

15: 16 30: 26 60: 47 120: 91 

Region outage 
duration (min) 

E2: weighted downtime 
(min) (S1 / S3) 

120: 178 / 
160 

300: 344 / 
333 

600: 630 / 
623 

 

DDoS load multiple 
E3: weighted downtime 

(min) (S1 / S3 / S4) 
3: 23 / 14 / 

10 
8: 40 / 22 / 

15 
15: 47 / 27 / 

19 
 

Scrubbing efficiency 
E3: weighted downtime 

(min) (S3) 
0.8: 35 0.95: 22 0.99: 22  

Surge multiple 
E7: weighted downtime 

(min) (S1 / S3) 
2: 1 / 1 3.5: 3 / 6 5: 10 / 11  

Campaign lead-signal 
probability 

E7: weighted downtime 
(min) (S3) 

0: 4 0.7: 6 1: 5  

Bad change impact 
E5: weighted downtime 

(min) (S1 / S3) 
0.2: 8 / 1 0.6: 20 / 1 1: 24 / 2  

Third-party residual 
availability 

E6: weighted downtime 
(min) (S1 / S3) 

0: 9 / 3 0.1: 9 / 3 0.4: 7 / 2  
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Figure 10: Architecture and recovery sweeps: the multi-region application tier, data loss against 
replication lag and backup interval, restore parallelism and containment window, and disruption 

size under S1 and S3 

 
 
Monte Carlo analysis over joint uncertainty 
Table 14 and Figure 11 report the Monte Carlo analysis: 120 joint draws of the 14 parameters of Table 
7, each with the models retrained and the threshold recalibrated for the drawn false-alarm budget, run 
under S1, S3 and S4 on the region outage, the denial-of-service attack, the intrusion and the bad change. 
The strategy ranking is robust to joint uncertainty for the three classes the operating strategy can act 
on. For the intrusion, S3 beats S1 in 95% of draws, with a median gain of 31 weighted minutes and 
means of 153, 30 and 33 minutes for S1, S3 and S4; across the draws S1 contains 78% of intrusions before 
encryption, S3 87% and S4 88%, and S3's containment share is 80% in the shortest-dwell tercile, 95% in 
the middle and 85% in the longest, and varies by no more than ten percentage points across the signal-
strength and false-alarm-budget terciles, because the other factors vary jointly and the sweeps of Table 
12 isolate each one more cleanly. For the denial-of-service attack S3 beats S1 in 94% of draws (median 
gain 16 minutes; means 46, 27 and 19) and S4 beats S3 in 85% (median gain 6 minutes), so that S4 is the 
best strategy in 84% of draws: this is the one class in which guarded automation's zero latency pays 
consistently, because the scrub is a low-risk action that the classifier identifies with high confidence. 
For the bad change S3 beats S1 in 98% of draws (means 16, 2 and 2), and S4 adds nothing because the 
canary analysis acts before any decision. For the region outage the three strategies are within 6 minutes 
of each other on average (486, 480 and 480); S3 beats S1 in 98% of draws but by a median of only 5 
minutes, which is the architecture ceiling again. The regressions of the S3 minus S1 difference on the 
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standardised factors identify the drivers, with the sign convention that a negative coefficient enlarges 
the S3 gain. For the intrusion the gain is largest when the signal is weak and the spread fast and shrinks 
as the signal strengthens, because S1's correlation rule catches up: security signal strength carries +112 
minutes per standard deviation (p = 0.002) and lateral spread rate -61 (p = 0.08), no other factor is 
significant, and the fit is loose (R-squared 0.22) because the difference is dominated by the few draws 
in which S1 misses the intrusion and S3 does not. For the attack and the bad change the gain grows 
with the disruption's size and with the decision latency that S3 shortens: decision latency -4.4 minutes 
per standard deviation (p = 0.009) and the attack multiple -2.6 (p = 0.07) for the attack, and change 
impact -4 and decision latency -4 (both p < 0.001) for the bad change, with R-squared of 0.18 and 0.31. 
Mean cost across the four classes falls from $2.47 million per episode under S1 to $1.54 million under 
S3 and $1.53 million under S4. 
 

Table 14: Monte Carlo analysis over 120 joint draws of 14 parameters: mean weighted downtime 
by strategy, the distribution of the S3 minus S1 and S4 minus S3 differences, the share of draws in 

which each strategy is best, and the standardised drivers of the S3 gain 

Scenario 

Mean 
weighted 

downtime S1 / 
S3 / S4 (min) 

S3 minus S1: 
median 

(share of 
draws S3 

better) 

S4 minus S3: 
median 

(share S4 
better) 

Best 
strategy 

share S1 / 
S3 / S4 

Largest standardised 
drivers of the S3 gain 

(coefficient, p) 

R-
squared 

E2 Region 
outage 

486 / 480 / 
480 

-5 (98%) 0 (51%) 
1% / 48% / 

51% 

Region outage duration 
(+2, p = 0.088); Telemetry 

noise (-2, p = 0.079); 
Decision latency (-1, p = 

0.069); Third-party 
residual (+1, p = 0.443) 

0.19 

E3 DDoS attack 46 / 27 / 19 -16 (94%) -6 (85%) 
2% / 13% / 

84% 

Decision latency (-4, p = 
0.009); DDoS load 

multiple (-3, p = 0.072); 
Bad change impact (-2, p 

= 0.085); False-alarm 
budget (+2, p = 0.121) 

0.18 

E4 Ransomware 
intrusion 

153 / 30 / 33 -31 (95%) 0 (31%) 
3% / 68% / 

28% 

Security signal strength 
(+112, p = 0.002); Lateral 

spread rate (-61, p = 
0.075); Bad change 

impact (-44, p = 0.194); 
Telemetry noise (-40, p = 

0.271) 

0.22 

E5 Bad change 16 / 2 / 2 -12 (98%) 0 (11%) 
2% / 88% / 

11% 

Bad change impact (-4, p 
< 0.001); Decision latency 

(-4, p < 0.001); Failover 
RTO (S3) (-2, p = 0.147); 
Lateral spread rate (-2, p 

= 0.087) 

0.31 

All four (mean 
cost $M) 

2.47 / 1.54 / 
1.53 

   
Containment before 

encryption (E4): S1 78%, 
S3 87%, S4 88% 
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Figure 11: Monte Carlo results: cumulative distributions of the S3 minus S1 and S4 minus S3 
differences in weighted downtime across the 120 draws, and the standardised drivers of the S3 

gain for the intrusion and the region outage 

 
 
Interpretation against the research questions 
The results answer the research questions as follows, with every statement conditional on the testbed's 
assumptions. RQ1: relative to manual reactive operations, rule-based monitoring removes 86% of the 
summed weighted downtime of the eight disruption classes, almost all of it by containing most 
ransomware intrusions and by autoscaling; AI detection removes a further 3 percentage points, mostly 
from the intrusion (containment 85% against 70%, and a narrower tail); decision support removes a 
further 2 points, concentrated in the bad change (canary analysis), the denial-of-service attack (faster 
and better first actions), the compound event (re-triage and zone migration) and the third-party failure 
(secondary provider); and guarded automation adds no measurable gain in the sum. Excluding the 
intrusion, the shares retained are 64%, 61%, 54% and 53% from S1 to S4. The limit set by the architecture 
is the region outage, where the strategies differ by 3% and a multi-region application tier by a factor of 
three to four, and the recovery-point parameters (replication lag, backup interval) set the data loss 
independently of the strategy. RQ2: time to detect falls from tens of minutes to a few minutes for the 
availability-driven classes and from the moment of encryption (median 17 hours after initial access) to 
5.7 hours for the intrusion; the first correct action falls from 80 to 113 minutes under S0 to 5 to 15 under 
S4 for the single-cause classes; time to restore follows the first action where the strategy can act and the 
disruption's own duration where it cannot. The side effects move the other way: nuisance incidents rise 
from 1 per fortnight under rules to 3 under the calibrated detectors, wrong actions fall from 4.6 to 1.5 
per set of episodes only once decision support is present (AI detection without it raises them to 4.3 
through automation bias), and guarded automation takes 3.7 automated actions per set of episodes of 
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which 0.55 are wrong. RQ3: the sweeps and the Monte Carlo analysis agree on the drivers. For the 
intrusion they are the security signal strength, the dwell and the false-alarm budget (with a knee at one 
declaration per week) and, once contained, the containment window and the restore parallelism; for 
the fast-moving classes the decision latency and the disruption size; for the region outage the duration 
and the deployment pattern; and for data loss the replication lag and the backup interval. Across the 
Monte Carlo draws S3 or S4 is the best of the three strategies in 97% of intrusion draws, 98% of attack 
draws and 98% of bad-change draws, so the ranking does not depend on the point at which the 
parameters were set. RQ4 is answered by the mapping of Table 15 and the roadmap of Figure 12 in 
Section 6: the sequence that the results support is foundation (catalogue, telemetry, multi-zone and 
multi-region patterns, tested backups), then calibrated detection joined across operations and security, 
then decision support and orchestrated recovery, then guarded automation of the low-risk playbooks, 
with governance setting the false-alarm budget, the automation tier and the recovery objectives 
explicitly. 
Discussion and implications 
Theoretical implications 
The study makes four points for the theory of resilient operations. First, detection, decision and 
architecture are separable contributions to resilience that bind in different disruption classes. The 
quantitative resilience literature measures performance loss over time but rarely decomposes the 
recovery curve into the time to notice, the time to decide and the time the system takes to execute 
(Bruneau et al., 2003; Henry & Ramirez-Marquez, 2012; Hosseini et al., 2016); the lifecycle of Figure 2 
and the metrics of Table 6 make that decomposition explicit, and the results show that for a bad change 
or a denial-of-service attack the decision component dominates, for a region outage the execution 
component dominates and is set by the deployment pattern, and for an intrusion the detection 
component dominates and is set by the strength of the lateral-movement signal relative to the dwell: 
the cloud-operations counterpart of the resilience-engineering claim that the capacity to respond and 
the capacity to monitor are distinct (Hollnagel et al., 2006; Woods, 2015). 
Second, the base-rate discipline of intrusion detection and the alert-fatigue findings of security-
operations research apply to AIOps in general: a detector tuned to catch weak lateral-movement signals 
declares incidents on normal fortnights at a rate the false-alarm budget sets, and the sweep on that 
budget shows the trade-off directly (Axelsson, 2000; Alahmadi et al., 2022); the framework makes the 
budget a governed parameter and lets decision support absorb the cost of the nuisance incidents by 
resolving them cheaply. Third, automation bias is a measurable outcome: the strategies in which the 
operator follows a wrong classification with high probability take wrong actions more often, and the 
guarded-automation strategy's automated wrong actions measure directly the harm the trust-in-
automation literature warns about (Parasuraman & Manzey, 2010; Goddard et al., 2012; Lee & See, 
2004). Fourth, the architecture ceiling is a theoretical object: the availability loss that remains when 
detection and decision latency are zero, which depends only on the deployment patterns, the 
replication and backup intervals and the failover and restore mechanics. The region-outage results, the 
recovery-objective sweeps and the multi-region variant quantify it, and below it the marginal value of 
better decisions is small, which is where recovery-oriented computing and the design-for-failure rules 
placed the emphasis (Patterson et al., 2002; Hamilton, 2007). 
Managerial implications 
For chief information and information-security officers and their site-reliability and security-operations 
leads the results, conditional on the testbed's assumptions, give five implications. First, observability 
and the service catalogue come first, because every later layer consumes them: the strategies that detect 
in minutes do so because the telemetry and the dependency weights exist. Second, calibrated detection 
with a governed false-alarm budget, joined across reliability and security signals, is what turns a 
ransomware intrusion from a multi-day restore into a contained incident; the budget should be set with 
the on-call load in view and reviewed as the estate changes. Third, decision support with explanations 
and expected-loss ranking removes most of the wrong first actions and the decision latency, which for 
bad changes and denial-of-service attacks is where most of the achievable gain lies; it should run in 
shadow mode first so that its recommendations can be scored against what operators did. Fourth, 
orchestrated recovery (tested failover, immutable hourly backups, parallel restores, zone migration and 
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secondary providers) is what the decision support acts on; the sweeps on the backup interval and the 
restore parallelism give the data-loss and recovery-time consequences of under-investing here. Fifth, 
guarded automation should cover the low-risk playbooks only, with a confidence threshold, a blast-
radius cap and automatic reversion, and with human approval retained for failover, isolation and 
restores. Region outages are the exception: for them the lever is architecture, and the multi-region 
variant shows the size of the gain that a multi-region application tier buys. 
For vendors and platform teams the implication is that incident-management tooling should expose its 
detection thresholds, class probabilities and the evidence behind a security call, because the 
framework's governance depends on being able to set and audit them (Rudin, 2019; Lipton, 2018). For 
boards and risk committees the timing metrics and the cost decomposition are the quantities the 
disclosure and reporting rules ask organisations to be able to produce. 
Standards and regulatory mapping 
 
Table 15: Mapping of the framework's components to standards and U.S. regulatory instruments, 

with the evidence from the testbed 

Instrument 
What it requires or 

recommends 
Framework components 

that address it 
Evidence from the testbed 

NIST Cybersecurity 
Framework 2.0 
(National Institute of 
Standards and 
Technology, 2024) 

Govern, Identify, Protect, 
Detect, Respond, Recover 
outcomes; supply-chain 

risk; continuous 
improvement 

Governance layer (SLOs, 
exercises, reviews); 

telemetry and AI analytics 
(Detect); decision support 
and response (Respond); 
failover, restore (Recover) 

Detect and Respond 
outcomes dominate the 
gains for most classes; 

Recover architecture sets the 
ceiling for region outages 

and ransomware 

NIST SP 800-61 Rev. 3 
(Nelson et al., 2025); SP 
800-184 (Bartock et al., 
2016) 

Incident handling as a CSF 
2.0 profile: preparation, 
detection and analysis, 

containment, eradication, 
recovery, lessons learned 

Lifecycle states (Figure 2); 
containment and restore 
playbooks; post-incident 

review feeding model 
updates 

Containment before 
encryption depends on 

security detection during 
dwell; restore parallelism 
and backup interval set 

recovery time and data loss 

NIST SP 800-160 Vol. 2 
(Ross et al., 2021); SP 
800-207 (Rose et al., 
2020); CISA zero-trust 
maturity model version 
2.0 

Cyber-resiliency 
techniques (segmentation, 

redundancy, analytic 
monitoring, adaptive 

response); zero-trust access 
to limit lateral movement 

Identity-aware attack-path 
reasoning; isolation 

playbooks; segmentation 
parameters (spread into the 

identity provider) 

Lateral spread rate and 
identity compromise drive 

the intrusion outcome more 
than detection sensitivity 

SEC cybersecurity 
disclosure rule (U.S. 
Securities and 
Exchange Commission, 
2023) 

Disclosure of material 
incidents within four 

business days of a 
materiality determination; 

description of risk 
management and 

governance 

Governance lane: 
reportable-incident 

gateway; incident records 
with timing metrics; board-
level reporting of exercises 

Timing metrics and cost 
decomposition give the 
materiality assessment a 

quantitative basis 

CIRCIA (U.S. Congress, 
2022) 

Reporting of covered cyber 
incidents and ransom 
payments by covered 

entities once the 
implementing rule is in 

force 

Reportable-incident 
gateway; evidence 

preservation in containment; 
incident timeline 

Containment and restore 
records produced by the 

lifecycle supply the report 
content 



American Journal of Data Science and Analytics, July 2026, 99-143 

133 
 

Instrument 
What it requires or 

recommends 
Framework components 

that address it 
Evidence from the testbed 

NYDFS Part 500 second 
amendment (New York 
State Department of 
Financial Services, 
2023); Safeguards Rule 
(Federal Trade 
Commission, 2021) 

Risk assessment, 
monitoring, incident 

response and business-
continuity plans, 

notification duties, multi-
factor authentication, asset 

inventories 

Service catalogue and 
dependency graph; 

continuous monitoring; 
tested failover and restore; 

identity controls 

Service criticality weights 
and dependency logic are 

the asset inventory the rules 
require 

FedRAMP baselines 
(FedRAMP, n.d.); NIST 
SP 800-53 (Joint Task 
Force, 2020); SP 800-137 
(Dempsey et al., 2011) 

Control baselines for cloud 
services used by federal 

agencies; continuous 
monitoring 

Telemetry layer; model 
monitoring; change 

management with canaries 

Canary analysis removes 
most bad-change impact at 

S3 and above 

ISO 22301 
(International 
Organization for 
Standardization, 2019); 
ISO/IEC 27035-1 
(ISO/IEC, 2023) 

Business-continuity 
management; incident 

management process and 
planning 

Recovery objectives (RTO, 
RPO) as parameters; 

exercises; lifecycle 

Failover RTO and 
replication lag sweeps 
quantify the continuity 

objectives 

DORA (European 
Parliament and 
Council, 2022) 

ICT risk management, 
incident reporting, 

resilience testing, third-
party risk for EU financial 

entities 

Third-party fallback 
playbooks; chaos and game-

day exercises; reporting 
gateway 

Third-party failures are 
cheap with a secondary 
provider and expensive 

without one 

NIST AI RMF (Tabassi, 
2023); adversarial ML 
taxonomy (Vassilev et 
al., 2024) 

Govern, map, measure and 
manage AI risks; 

awareness of evasion and 
poisoning of detectors 

Calibration to a false-alarm 
budget; confidence 
thresholds; model 

monitoring; human 
approval for high-impact 

actions 

The automation threshold 
sweep shows the harm-

benefit trade-off the AI RMF 
asks organisations to 

manage 

Table 15 maps the framework's components to the instruments that require or recommend them and 
gives the evidence from the testbed that bears on each. The NIST Cybersecurity Framework 2.0 
functions map onto the layers: Govern to the governance layer, Identify to the service catalogue and 
dependency graph, Protect to the zero-trust and segmentation parameters, Detect to the telemetry and 
AI analytics layers, Respond to the decision-support and response layers and Recover to the failover 
and restore mechanics (National Institute of Standards and Technology, 2024). NIST SP 800-61 Revision 
3 and SP 800-184 describe the lifecycle the state machine implements (Nelson et al., 2025; Bartock et al., 
2016); SP 800-160 Volume 2 and SP 800-207 supply the resiliency techniques and the zero-trust principle 
that limit lateral movement, and the intrusion results show that the spread rate into the identity 
provider is the parameter that matters most (Ross et al., 2021; Rose et al., 2020). The SEC rule's 
disclosure of material incidents within four business days of a materiality determination and CIRCIA's 
reporting duties, once its implementing rule is in force, need the incident timeline and the cost 
decomposition the lifecycle produces; Part 500 and the Safeguards Rule ask for the asset inventory, 
monitoring, incident response and continuity planning that Layers 1, 2, 5 and 6 provide; FedRAMP and 
SP 800-53 supply the control baselines for federal workloads; ISO 22301, ISO/IEC 27035 and, for EU 
operations, DORA ask for the recovery objectives, exercises and third-party fallbacks the sweeps 
quantify (U.S. Securities and Exchange Commission, 2023; U.S. Congress, 2022; New York State 
Department of Financial Services, 2023; Federal Trade Commission, 2021; FedRAMP, n.d.; Joint Task 
Force, 2020; International Organization for Standardization, 2019; ISO/IEC, 2023; European Parliament 
and Council, 2022). The AI components fall under the NIST AI Risk Management Framework and need 
protection against the evasion and poisoning that the adversarial machine-learning taxonomy 
describes, which the testbed does not model (Tabassi, 2023; Vassilev et al., 2024). The instruments are 
read as of their cited editions; implementing rules and guidance change, and the mapping is a design 
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aid, not legal advice. 
 
Implementation roadmap 
Figure 12 arranges the implications as a roadmap with stage gates. Phase 1 (months 0 to 4) builds the 
foundation: the service catalogue with dependency graph and criticality weights, service-level 
objectives and error budgets, unified telemetry across operations and security, multi-zone and multi-
region patterns for critical services with tested immutable backups, and an incident process aligned 
with SP 800-61 Revision 3. Phase 2 (months 4 to 9) deploys AI detection and triage calibrated to a false-
alarm budget, joins security detections to operations telemetry and runs the models in shadow mode 
so that their advice can be scored before it is acted on. Phase 3 (months 9 to 15) adds decision support 
with expected-loss ranking and explanations, orchestrated failover, rollback and restore runbooks with 
recovery objectives, demand forecasting and canary analysis, and game days and chaos experiments 
against the decision-support loop. Phase 4 (from month 15) introduces guarded automation for the low-
risk playbooks with the confidence threshold, blast-radius cap and verify-and-revert mechanics, retains 
human approval for failover, isolation and restores, and runs continuous assurance: model monitoring 
for drift, calibration, automation harm and nuisance incidents, and quarterly exercises, post-incident 
reviews and disclosure readiness. The feedback loop from Phase 4 to Phase 2 retrains and recalibrates 
the models as the estate and the threats change, because models trained on one estate drift as it changes 
(Gama et al., 2014; Lu et al., 2019). 
 

Figure 12: Implementation roadmap for AI-driven cloud resilience and cybersecurity decision 
support: four phases with stage gates, feedback, governance and enablers 

 
 
Limitations and future research 
Table 16 lists the limitations. The decisive one is that the estate, the disruptions and the operators are 
synthetic: every number in Section 5 is a consequence of the author's assumptions, and the differences 
between strategies are differences between assumed capabilities, not measured ones. Human 
behaviour is reduced to latency, error and bias parameters; the attacker is a stochastic process rather 
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than an adversary who adapts to detection, targets backups or evades the classifier; and the models are 
trained on the simulator's own histories, so they know the signatures of the eight classes, whereas real 
incidents include unknown classes and distribution shift, which argues for the drift monitoring and 
abstention mechanisms of the roadmap (Shafer & Vovk, 2008; Angelopoulos & Bates, 2023). Future 
research should replay real incident telemetry through the detection and decision layers in shadow 
mode, run human-in-the-loop experiments on the testbed with operators making the decisions, add 
adversarial agents and red-team exercises against the pipeline, and extend the horizon so that learning 
across incidents and long restores are represented. 
 

Table 16: Limitations of the study and what would address them 

Limitation Why it matters What would address it 

The estate, the 
disruptions and the 
operators are synthetic 

Every number is a consequence of the 
author's assumptions; the strategy 

differences are differences in assumed 
capabilities, not measured ones 

Replay of real incident telemetry through 
the detection and decision layers; field 

trials in shadow mode 

Human behaviour is 
reduced to latency, error 
and bias parameters 

Real triage depends on expertise, 
fatigue, communication and 

organisational politics; automation bias 
may differ from the assumed 

probabilities 

Human-in-the-loop experiments with 
operators on the testbed; game days with 

recorded decisions 

The attacker is a 
stochastic process, not 
an adversary 

Real attackers adapt to detection, target 
backups and exploit the response; 

evasion of the classifier is not modelled 

Adversarial agents; red-team exercises 
against the pipeline; adversarial-ML 

evaluation 

Models are trained on 
the simulator's own 
histories 

The classifier knows the signatures of 
the eight classes; real incidents include 
unknown classes and distribution shift 

Out-of-class scenarios; drift monitoring; 
conformal prediction for abstention 

Costs are stylised 
The ranking by cost depends on the 

revenue rate and the labour, capacity 
and data-loss prices 

Organisation-specific cost models; 
reporting by component (done here) for re-

weighting 

Dependency graph and 
deployment patterns are 
fixed within an episode 

Architectural remediation during an 
incident (emergency re-platforming) is 
not represented beyond zone migration 

Extend the action set; model long-run 
architecture investment 

Regulatory mapping is a 
reading, not advice 

Instruments change; CIRCIA's 
implementing rule, SEC guidance and 

state laws evolve 

Periodic review by counsel; the mapping is 
a design aid only 

Horizon of a fortnight 
Long restores and cumulative learning 
across incidents are truncated or absent 

Longer episodes; multi-incident learning 
loops 

 
Conclusion 
Enterprise IT operations in the United States depend on cloud platforms, third parties and an identity 
layer whose failures and compromises propagate fast and are now reportable events. This article 
proposed a framework in which one telemetry pipeline, one set of calibrated models and one incident 
lifecycle serve both reliability and security incidents, in which actions are ranked by expected loss and 
automated only under guardrails, and in which governance sets the false-alarm budget, the automation 
tier and the recovery objectives explicitly. On a transparent synthetic estate exposed to eight disruption 
classes and operated under five strategies, AI detection and decision support removed most of the 
weighted downtime of bad changes, denial-of-service attacks, demand surges and third-party failures 
and turned ransomware intrusions from multi-day restores into contained incidents, with guarded 
automation adding a further but smaller gain at a small and measurable automation-harm rate; region 
outages were bounded by the deployment architecture rather than by the operating strategy, and a 
multi-region application tier moved that bound. The sweeps and the Monte Carlo analysis showed 
which parameters carry the results: the attacker's dwell and signal strength and the false-alarm budget 
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for intrusions, the decision latency for the fast-moving classes, and the recovery objectives for the 
classes that end in failover or restore. None of these numbers describes any real organisation; all of 
them are reasons to build the foundation, calibrate the detection, deploy decision support in shadow 
mode and automate the low-risk playbooks under guardrails, in that order, and to measure the timing 
metrics and side effects that the standards and rules now ask U.S. enterprises to be able to produce. 
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