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Abstract

Plant data can be wrong because a sensor or actuator has failed or because someone has changed what the system
sees. This article proposes a secure cyber-physical monitoring architecture that treats the data path as zones and
conduits, places detectors where their inputs can be trusted, and combines physics-based residuals, statistical
monitors and transport-integrity checks with an independently wired second measurement and a watermarked
control input. It is tested on a transparent synthetic two-tank pumped process with PI control, eight
instruments, five physical faults and five data-integrity or availability attacks with known onsets, comparing
five architecture variants over 72 episodes per event. A baseline SCADA with limit alarms detected almost
nothing, because closed-loop control holds the reported variables at their setpoints. Model-free statistics caught
abrupt events in about 18 s and gradual ones in 12 to 34 minutes. Physics residuals caught leaks, frozen sensors,
pump degradation and stiction in 12 to 104 s and a stealthy sensor ramp in about two minutes, but a slow drift
only after 17 minutes. Authenticated telemetry with sequence numbers caught a man-in-the-middle change at
once and a replay in about 20 s; the independent sensor cut the drift delay to about two minutes; the watermark
gave a replay backstop at about 100 s at a cost in actuator activity. False alarms rose from about 2 to about 7 per
day across the variants. Sweeps showed where each check fails: a clock offset of 15 s between the two measurement
paths made the cross-source check unusable, packet loss turned a naive receiver into a source of false alarms, and
a loss of pump gain confounded the watermark test. The data could not separate a drifting transmitter from a
stealthy attack on it, which the attribution layer reports as an ambiguous class. All results describe a stylised
testbed with three seeds; the roadmap and the mapping to NIST SP 800-82r3, IEC 62443, CISA, NERC CIP
and TSA material are proposals and make no compliance claim.
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Introduction

An industrial automation system watches itself through data. Level, flow, pressure and current
readings travel from field devices to a programmable logic controller, from the controller to a
supervisory system and a historian, and from there to the people and programs that decide whether
the plant is healthy. Fault detection, in the sense of the control engineering literature, is the use of that
data to notice that something physical has changed: a sensor drifts, a pump wears, a valve sticks, a tank
leaks (Isermann, 2005; Frank, 1990; Willsky, 1976). Security monitoring, in the sense of the operational
technology (OT) literature, is the use of the same data, and of data about the data, to notice that someone
has changed what the system sees or does (Cérdenas et al., 2011; Giraldo et al., 2018; Humayed et al.,
2017). The two problems have been studied by largely separate communities, and in a plant they land
on the same operator, who sees an alarm and must decide whether to call maintenance or incident
response.

The United States context sharpens the question. Guidance for OT security is extensive: the NIST guide
to OT security (Stouffer et al., 2023), the Cybersecurity Framework 2.0 (National Institute of Standards
and Technology, 2024), the cross-sector performance goals of the Cybersecurity and Infrastructure
Security Agency (Cybersecurity and Infrastructure Security Agency, 2023a), and sector rules such as
the NERC CIP standards for the bulk electric system (NERC, n.d.) and the Transportation Security
Administration's pipeline directives (Transportation Security Administration, 2025), with incident
reporting obligations arriving through the Cyber Incident Reporting for Critical Infrastructure Act (U.S.
Congress, 2022) and federal attention raised by Executive Order 14028 (Executive Office of the
President, 2021). Incidents have shown what the attack classes look like in practice: manipulation of
controller logic with falsified process views in Stuxnet (Langner, 2011; Falliere et al., 2011), the targeting
of a safety system in TRISIS (Dragos, 2017), an attempted change of a chemical setpoint at a water utility
(Cybersecurity and Infrastructure Security Agency, 2021), the exploitation of exposed controllers at
water facilities (Cybersecurity and Infrastructure Security Agency, 2023b), and a ransomware event
that stopped a pipeline through its business systems (Beerman et al., 2023). Most of this guidance
describes what to protect and monitor, and little of it says how a detector built on process data should
be placed, calibrated and interpreted so that a fault and an attack are both caught in time and told apart
where possible. My reading of the current texts is given in the discussion; they change, and the reader
should verify them.

This article proposes a monitoring architecture that treats the data path as an engineered system with
zones and conduits, places detectors where the data they consume can be trusted, and combines three
kinds of evidence: the physics of the process, the statistics of the telemetry, and the integrity of the
transport. It is expressed in engineering notation, a zone-and-conduit diagram, a piping and
instrumentation diagram of the testbed, a control block diagram of the detection signal flow, a
flowchart of the study, and a stage-gate roadmap, because the audience includes control engineers who
read drawings before they read prose. The architecture is tested on a transparent synthetic testbed: a
two-tank pumped process with two PI loops, eight instruments, a PLC, a telemetry path with loss and
reordering, an independent measurement path, five physical faults and five data-integrity or
availability attacks, all with known ground truth. Five architecture variants from a baseline SCADA
with limit alarms to the full design are compared on detection delay, misses, false alarms per day,
attribution and process impact, and the design is stressed with sweeps over attack size, transport
quality, model error, noise and thresholds, with ablations of each security component, and with a
Monte Carlo analysis over twelve uncertain factors.

The research questions are:

RQ1. Which architecture components contribute to detecting which classes of event, and at what cost
in false alarms, when the baseline is a conventional SCADA with limit alarms?

RQ2. How do attack size and stealth, transport defects (loss, reordering, sampling, clock offset) and
model and noise conditions change detection delay and false alarms, and where does each detector
family fail?

RQ3. Under what conditions can the monitoring layer tell a physical fault from a data-integrity attack,
and where is the distinction impossible from the data alone?

RQ4. How should the architecture be deployed and governed in the U.S. context, and what should an
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owner expect from it?

The contribution is a framework and a quantified set of mechanisms, not a product or a measured result
from a plant. All numbers describe a stylised testbed. What is intended to transfer is the structure:
which checks catch which events, which checks confound one another, and what the honest limits of
attribution are.

Background

Cyber-physical systems and the security of control

Cyber-physical systems join computation, networking and physical processes, and their design
challenges differ from those of computing alone (Lee, 2008; Rajkumar et al., 2010). Security research on
control systems has shown that attacks can be modelled as perturbations of sensing and actuation, that
the physics constrains what an attacker can do without being noticed, and that detection should use
the plant model as much as the network (Cardenas et al., 2011; Mo et al., 2012; Pasqualetti et al., 2013;
Sandberg et al., 2015). Surveys organise the attack space and the detection methods (Humayed et al.,,
2017; Giraldo et al., 2018; Ding et al., 2018; Dibaji et al., 2019). Two results from this literature shape the
architecture here. First, a replay attack, in which recorded sensor data are played back while the plant
is manipulated, defeats any residual test that compares sensors with a model of the same sensors,
because the replayed data are physically consistent; a watermark, a small secret perturbation added to
the control input, restores detectability at a cost in control performance (Mo & Sinopoli, 2009; Mo et al.,
2015; Mo et al., 2014; Satchidanandan & Kumar, 2017). Second, an attacker who knows the model and
the detector can inject data that stay below the detection threshold indefinitely, and the damage such
an attack can do is bounded by the threshold (Teixeira et al., 2015; Bai et al., 2017; Urbina et al., 2016;
Amin et al., 2013). Secure estimation under adversarial sensor corruption is possible only when enough
sensors remain honest (Fawzi et al., 2014), which is the formal reason for an independent measurement
path.

Fault detection and diagnosis

The fault-detection literature uses analytical redundancy: relations among measured variables that
hold when the plant is healthy, so that their violation signals a fault (Willsky, 1976; Frank, 1990;
Isermann, 2005). Model-based methods build observers and residuals; process-history methods learn
statistical models of normal data, such as principal component analysis with squared prediction error,
and have been compared on the Tennessee Eastman benchmark (Venkatasubramanian et al., 2003b;
Venkatasubramanian et al., 2003a; Chiang et al., 2001; Qin, 2012; Yin et al., 2012; Downs & Vogel, 1993).
The Kalman filter and its innovations are the classical residual generator (Kalman, 1960; Mehra &
Peschon, 1971). These tools do not distinguish a fault from an attack; a biased sensor looks the same to
a mass balance whether a transmitter has drifted or a wire has been tapped. The architecture here uses
the fault-detection residuals as evidence and adds the integrity checks that can, sometimes, tell the two
apart.

Change detection and alarm budgets

Residuals are turned into alarms by sequential tests. The CUSUM and EWMA charts have known
properties, and the CUSUM is optimal in a minimax sense for detecting a shift in mean (Page, 1954;
Roberts, 1959; Lucas & Saccucci, 1990; Lorden, 1971; Moustakides, 1986; Basseville & Nikiforov, 1993).
On closed-loop process data the residuals are autocorrelated, and run lengths computed for
independent data do not hold, so thresholds here are calibrated empirically to a false-alarm budget.
The budget matters because alarms are consumed by people: studies of security operations report
overwhelming false-positive rates, and the alarm-management standard for the process industries sets
expectations for how many alarms an operator can handle (Alahmadi et al., 2022; Vielberth et al., 2020;
International Society of Automation, 2016; Axelsson, 2000).

Industrial control systems: testbeds, datasets and process-aware detection

Research on ICS security has been served by physical testbeds and their datasets: the secure water
treatment testbed and its data, the water distribution testbed, and the hardware-in-the-loop HAI
dataset, among others, with surveys of testbeds and of attack trends (Mathur & Tippenhauer, 2016;
Ahmed et al., 2017; Shin et al., 2020; Morris & Gao, 2014; Conti et al., 2021; Alladi et al., 2020; Makrakis
et al., 2021; Goh et al., 2017). Detection methods range from recurrent and convolutional networks on
sensor streams (Inoue et al., 2017; Kravchik & Shabtai, 2018) to process-aware and invariant-based
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checks that read the PLC's view of the process (HadZiosmanovic et al., 2014; Lin et al., 2018; Feng et al.,
2019), and to the use of sensor and process noise as a fingerprint that authenticates a sensor (Ahmed et
al., 2018). The present study is synthetic rather than physical, which loses realism and gains ground
truth for faults and attacks together, something the datasets rarely label.

Networks, protocols, time and architecture

Industrial networks and their protocols were designed for determinism, not authentication, and the
surveys of control networks and of ICS security management describe the gap (Galloway & Hancke,
2013; Knowles et al., 2015; Cherdantseva et al., 2016; Yadav & Paul, 2021; Bhamare et al., 2020). Secure
variants of Modbus have been designed (Nai Fovino et al., 2009), DNP3 includes secure authentication
(IEEE, 2012), and TLS 1.3 is the general tool for authenticated transport (Rescorla, 2018); time protocols
need protection of their own (Mizrahi, 2014; Mills, 1991; IEEE, 2020). The Purdue reference architecture
and the IEC 62443 zone-and-conduit model structure where controls sit (Williams, 1994; International
Electrotechnical Commission, 2020; International Electrotechnical Commission, 2013b; International
Electrotechnical Commission, 2023; International Electrotechnical Commission, 2013a); zero-trust
principles and resilience engineering add the ideas of continuous verification and of designing for
degraded operation (Rose et al., 2020; Feng & Hu, 2023; Syed et al., 2022; Ross et al., 2021; Linkov et al.,
2013). Edge computing and digital twins place analytics close to the process (Shi et al., 2016b; Eckhart
& Ekelhart, 2019; Tao et al., 2019), and the machine-learning literature on intrusion detection warns
about its own evaluation pitfalls (Sommer & Paxson, 2010; Buczak & Guven, 2016; Ferrag et al., 2020).
Safety instrumented systems are a separate layer governed by functional-safety standards
(International Electrotechnical Commission, 2016); the architecture here monitors but does not replace
them.

Evaluating time-series detectors

How detection is scored changes what is learned. Real-time anomaly benchmarks reward early
detection (Lavin & Ahmad, 2015), time-series precision and recall need their own definitions (Tatbul et
al., 2018), and several widely used anomaly benchmarks have been shown to be flawed (Wu & Keogh,
2023). This study scores detection delay from a known onset, misses within fixed horizons, false alarms
per day on held-out normal data, and attribution, and reports them together.

Summary

Table 1 lists the strands and the gap each leaves. No strand places physics-based, statistical and
integrity checks in one architecture, tests them on the same events with ground truth for both faults
and attacks, and reports where attribution fails.

Requirements and architecture

Requirements

Six requirements follow from the literature and from practice (Table 2). They concern where monitors
sit, what the conduit and the content checks each cover, the alarm budget, attribution, graceful
degradation, and governance.
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Table 1: Literature strands, what they establish, representative sources and the gap addressed

Strand

What the literature establishes

Representative sources Gap addressed here

Cyber-physical
systems and their
security

Secure control,
replay and
watermarking

Fault detection and
diagnosis

Change detection
and control charts

ICS security:
surveys, testbeds,
datasets

Process-aware and
invariant-based
detection

Networks, protocols default; secure variants and TLS add it;

and time

Architecture and
zoning

U.S. guidance,
regulation and
incidents

Evaluating detectors

and alarms

CPS couple computation and physics;
attacks can be modelled as
perturbations of sensing and actuation,
and the physics itself gives detection
power

Replay and false-data attacks can be
undetectable to residual tests;
watermarked inputs and secure
estimators restore detectability at a
control cost

Analytical redundancy, observers and
change detectors detect and isolate
faults; data-driven monitoring (PCA,
SPE) complements models

CUSUM and EWMA schemes have
known run-length properties;
thresholds trade delay against false
alarms

Water and process testbeds (SWaT,
WADI, HAI) and datasets support
detection research; surveys catalogue
attacks and countermeasures

Semantic and invariant checks on
process variables detect attacks that
network monitoring misses; noise
fingerprints authenticate sensors

ICS protocols lack authentication by

time protocols need their own
protection

Purdue levels and IEC 62443 zones and

conduits structure where controls and
monitors sit; zero trust and resilience
engineering add principles

NIST SP 800-82r3, CSF 2.0, CISA goals

and advisories, NERC CIP, TSA
directives and incident reporting law

frame expectations; incidents show the

attack classes

Base rates, benchmark flaws and time-

series scoring shape what detection
numbers mean; alarm management
limits what operators can absorb

An architecture that
places physics-based,
statistical and integrity
checks in specific zones
and compares them on
one testbed

Lee (2008); Rajkumar et al. (2010);
Cérdenas et al. (2011); Mo et al.
(2012); Humayed et al. (2017);
Giraldo et al. (2018)

Mo & Sinopoli (2009); Mo et al.
(2014, 2015); Satchidanandan &
Kumar (2017); Teixeira et al. (2015);
Fawzi et al. (2014); Bai et al. (2017)

Watermark delay and

cost quantified against

an independent sensor
and sequence checks

Willsky (1976); Frank (1990);
Isermann (2005);
Venkatasubramanian et al. (2003a,
2003b); Chiang et al. (2001); Qin
(2012)

Same residuals used for
faults and for attacks,
with the ambiguity
made explicit

Thresholds calibrated
to an alarm budget on
closed-loop data, where
autocorrelation inflates
run lengths

Page (1954); Roberts (1959); Lucas &
Saccucci (1990); Lorden (1971);
Moustakides (1986); Basseville &
Nikiforov (1993)

Mathur & Tippenhauer (2016);
Ahmed et al. (2017); Shin et al.
(2020); Morris & Gao (2014); Conti
et al. (2021); Alladi et al. (2020);
Makrakis et al. (2021)

Hadziosmanovié et al. (2014); Lin et
al. (2018); Feng et al. (2019); Ahmed
et al. (2018); Inoue et al. (2017);
Kravchik & Shabtai (2018)

Ground truth for both
faults and attacks,
which real datasets
rarely label together

Cross-source
consistency with an
independently wired
sensor as an invariant

Loss, reordering,
sampling and clock
offset modelled as
factors acting on
detection

Galloway & Hancke (2013); Nai

Fovino et al. (2009); IEEE (2012);

Rescorla (2018); Mizrahi (2014);
Mills (1991); IEEE (2020)

Williams (1994); International
Electrotechnical Commission
(2013b, 2020, 2023); Rose et al.
(2020); Ross et al. (2021); Feng & Hu
(2023)

Stouffer et al. (2023); National
Institute of Standards and
Technology (2024); Cybersecurity
and Infrastructure Security Agency
(2021, 2023a, 2023b); NERC (n.d.);
Transportation Security
Administration (2025); U.S.
Congress (2022); Langner (2011);
Dragos (2017); Beerman et al. (2023)

Axelsson (2000); Sommer & Paxson
(2010); Lavin & Ahmad (2015);
Tatbul et al. (2018); Wu & Keogh
(2023); Alahmadi et al. (2022);
International Society of Automation
(2016)

Detector placement and
the independent path
expressed in zone-and-
conduit terms

Mapping of
architecture
components to the
guidance, without
compliance claims

Delay, miss rate, false
alarms per day and
attribution reported

together, with a stated

alarm budget
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Table 2: Requirements for a secure monitoring architecture: rationale, operationalisation and
where each is evidenced

Evidence in the

Requirement Why it matters How it is operationalised here testbed

A monitor that reads Zone-and-conduit architecture;
R1 Place monitors where  only the telemetry =~ monitoring in the DMZ behind Figures 1 and 2,
the data are trustworthy  stream inherits every ~ a unidirectional gateway; an Table 5
attack on that stream independent measurement path

Authenticati
uthentication stops MAC, sequence numbers and

R2 Protect the conduit, foflec.}npai(iifg; ZOt staleness checks (D4); physics Tables 7 and 13,
then check the content yms . residuals (D3) for what Figure 9d
compromised -
authentication cannot see
controller
R3 Detect in real time Operators act on Thresholds calibrated on normal
] data to a target false-alarm rate; Tables 10 and
with a stated alarm alarms; too many are ) .
; delay reported against the 11, Figure 9¢
budget ignored
budget
R4 Distinguish faults Response differs: Rule-based attribution f“.’r?‘ the .
) detector pattern; explicit Table 14, Figure
from attacks where the maintenance versus .
. . ambiguous class for gradual 6d
evidence allows incident response

sensor integrity events

Sequence-aware receiver;

R5 Degrade gracefully  Loss, reordering, clock subDbression of physics alarms Tables 10 and
under transport and offset and model error W}F:iIlje the s trearrr)1 i}s] deoraded: 11, Figures 8
model defects are normal in plants 5 ’ and 9

recalibration after changes
Owners must show
what they monitor and
why

R6 Map to U.S. guidance
and keep evidence

Component-to-guidance Table 15, Figure
mapping; roadmap with gates 12

Zones, conduits and detector placement

Figure 1 shows the reference architecture. The process and its instruments sit at Level 0, the PLC at
Level 1 with its control loops, local limit alarms and, in the full design, a watermark generator.
Supervisory systems and the historian sit at Level 2. The monitoring server sits in an industrial DMZ
at Level 3.5, fed through a unidirectional gateway, so that nothing in the monitoring layer can write
back to control. The control-network conduit carries telemetry with sequence numbers and a message
authentication code (or TLS), and the time source is treated as a protected asset. An independent
measurement path carries a second level transmitter on the critical tank through its own remote
terminal unit and its own conduit to the monitoring server, bypassing the PLC and the supervisory
layer. Attack entry points (sensor wiring, the control network, the controller, the time source) and fault
sites are marked, and the five detector families are placed where their inputs are available. The
reference architecture is the author's synthesis in the style of the zone-and-conduit model and the
Purdue levels; it makes no claim of compliance with any standard.
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Figure 1: Secure monitoring reference architecture: zones and conduits from the field to the
enterprise, authenticated telemetry, unidirectional gateway to the monitoring DMZ, independent
measurement path, attack entry points, fault sites and detector placement
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The testbed process

Figure 2 is the piping and instrumentation diagram of the testbed. A variable-speed pump P-101 fills
tank TK-101; a control valve LV-201 drains it into tank TK-201, which supplies a consumer whose
demand varies. Level controllers LIC-101 and LIC-201 in the PLC hold the two levels at their setpoints
by the pump speed and the valve opening. Eight instruments are modelled: two level transmitters on
tank 1 (LT-101 to the PLC, LT-102 on the independent path), one on tank 2, three flow transmitters, the
pump motor current and the valve position. The fault sites (sensor drift, frozen sensor, pump
degradation, leak, valve stiction) and the attack sites (sensor wiring, controller, telemetry link) are
marked. The tags follow the ISA 5.1 style for illustration; the parameters are in Table 3 of the methods
section.
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Figure 2: Piping and instrumentation diagram of the two-tank pumped process testbed with ISA
5.1 style instrument bubbles, the two level loops, the independent LT-102 path, fault sites F1 to F5
and attack sites Al to A5
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Detection signal flow

Figure 3 shows the monitoring layer as a control block diagram. A receiver verifies the message
authentication code, checks sequence numbers and timestamps and flags stale samples. Five detector
lanes follow. D1 is the limit check. D2 is statistical: per-channel CUSUMs against a calibration baseline,
a PCA model with its squared prediction error, and a variance test for stuck sensors. D3 is physics:
residuals from the two tank mass balances, the pump curve, the motor-current model and the valve
lag, each standardised and fed to a CUSUM bank. D4 is integrity: authentication failures, stale sequence
numbers, the share of missing packets, and a cross-source consistency check between LT-101 and the
independent LT-102. D5 is the watermark test: a rolling regression of the high-passed pump-flow
reading on the watermark that the monitor regenerates from the shared key. A rule layer combines the
alarms into an attribution with evidence, and a feedback path suppresses physics and statistical alarms
while the receiver reports a degraded stream.
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Figure 3: Detection signal flow in the monitoring layer: receiver checks, five detector lanes with
residual generation and CUSUM tests, the watermark regression, suppression under a degraded
stream, and rule-based attribution
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Methods

Study design

Figure 4 shows the study as a flowchart. A plant and PLC simulation produces the ground truth for
episodes of two hours in which an event begins between 40 and 50 minutes. Events are injected at the
field, controller or network layer. A data layer produces what the monitoring server receives: sampled
telemetry with loss and reordering, sequence numbers and authentication flags, replay or man-in-the-
middle edits, and the independent channel with its own clock. The detector families run on the received
data with thresholds calibrated on normal episodes. Verification checks decide whether the pipeline is
trusted. The five architecture variants are then compared, one-factor sweeps and ablations trace each
factor, and a Monte Carlo analysis varies twelve factors jointly.
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Figure 4: Study design: plant and PLC simulation, event injection, data layer, detectors and
calibration, verification, architecture comparison, sweeps and ablations, Monte Carlo and outputs,
drawn with standard flowchart symbols
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\ 4
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'
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avents and parameters are '
'
'
'

stylised (Tables 3 and 4),
results describe the testbod
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‘- alarmns at the callirated rate; residuals near
no: revise

zero, watermark gain equats pump gain)
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Y e g
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End: architecture comparison, S —

Outputs: tables, figures, architecture
recomimendations, roadmap
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All data are synthetic. No plant data, vendor data or confidential information were used. The
parameters are stylised values chosen so that the process is controllable, the faults are plausible and the
attacks are of the kinds documented in the literature and in incidents; they are not measurements of
any real facility.

Plant, controllers and instruments

Table 3 gives the testbed. Tank 1 (area 2.0 m?) is filled by a variable-speed pump whose flow is
proportional to speed and drained through a control valve into tank 2 (area 1.5 m?), which supplies a
demand that varies as an Ornstein-Uhlenbeck process with a standard deviation of 15% and a
correlation time of ten minutes. Two PI controllers in the PLC, scanned every second, hold the levels at
1.5 m and 1.0 m by the pump speed and the valve opening; the valve actuator has a five-second lag.
The pump motor current is a linear function of flow. Sensor noise is white with the standard deviations
in the table. Each episode is 7,200 s long; the first 1,200 s are a warm-up that is excluded from alarm
counts; the event onset is uniform between 2,400 and 3,000 s, leaving at least 70 minutes of post-onset
data.
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Table 3: Testbed plant, controllers, instruments, episodes and calibration

Element Model or value Notes

Area 2.0 m?, level setpoint 1.5 m, alarm limits 0.3 and 2.6  Filled by pump P-101,
m, physical limits 0 and 3.0 m drained through LV-201

Area 1.5 m?, setpoint 1.0 m, alarm limits 0.2 and 1.7 m,
physical limits 0 and 2.0 m

Tank 1 (TK-101)

Tank 2 (TK-201) Supplies a varying demand

q_p =0.020 u (1 — deg) m3/s, speed u in [0, 1]; motor
currentI=2.0+400q_p A

q12 =0.01633 x vhi m3/s; first-order actuator, 5 s;
stiction deadband in fault F5

q_out = 0.012 d(t) Vh2; d(t) Ornstein-Uhlenbeck around

Pump P-101 (VED) deg = degradation (fault F3)

Control valve LV-201 Position feedback ZT-201

1 3
Demand 1, s.d. 0.15, correlation time 600 s Nominal flow 0.012 m®/s
LIC-101: PI on h1 to pump speed, gain 1.0 per m, reset
Controllers (PLC, 1 300 s; LIC-201: PI on h2 to valve, gain 0.75, reset 300 s; Watermark adde.zd to the
scan) pump speed in A4

anti-windup

LT-101, LT-201 0.005 m; LT-102 0.008 m (independent

Sensorsand noise (I, '5'0) FT_101, FT-102, FT-201 0.25 L /s; IT-1010.05 A;  Gaussian white noise

sd) ZT-201 0.005
. 7,200 s each; event onset uniform in 2,400 to 3,000 s; first 24 eplsodes pe? eventand
Episodes seed in the architecture run,
1,200 s used only for warm-up .
16 in sweeps
30 normal episodes per seed learn baselines, the PCA Separate normal episodes
Calibration model and thresholds at 0.5 false alarms per day per P P
. measure false alarms
family
Normal operation (seed
0 trace) h1 s.d. 0.044 m, h2 s.d. 0.060 m, pump speed s.d. 0.081 From wmcost23.py
Events

Table 4 lists the ten events. The five physical faults are a slow drift of the tank 1 level transmitter, a
frozen tank 2 level transmitter (the reading holds its value while the noise continues), a loss of pump
capacity of 35% over 30 minutes, an unmetered leak from tank 1, and valve stiction with a deadband.
The five attacks are a bias step on the tank 1 level signal before it reaches the PLC, a slow ramp of the
same signal (the stealthy version, physically identical to the drift fault with the opposite sign), a replay
of the twenty minutes of telemetry recorded before the onset while the valve is forced closed from a
compromised controller, a man-in-the-middle change of the tank 2 level value on the telemetry link
with the process untouched, and a denial of service on the telemetry link with 60% loss and ten seconds
of jitter. The replay is spliced at the recorded sample closest to the current values of all channels, and a
variant blends the first sixty seconds so that the seam is hidden; replayed packets carry their original
sequence numbers unless stated. A separate factor sets whether the attacker holds the authentication
key. These are fixed-form attacks; the attacker does not adapt to the detectors, which is a limitation
taken up in the discussion.
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Table 4: Event catalogue: five physical faults and five attacks, the layer at which each enters, its
mechanism in the testbed, default size and sweep range

Event Layer Mechanism in the testbed Default Sweep

Bias on the tank 1 level reading ramps

F1 LT-101 drift Field sensor up; the loop lowers the true level 0.3m/h 01to1.0m/h
F2 LT-201 frozen Field sensor Readlr.lg holds the value at on§et (noise _ _
continues); the valve loop winds up
F3 Pump Flow per unit speed falls by 35% over 0
degradation Actuator 30 min; current model unchanged 35% -
Fd Tank 1 leak Process Unmetered outflow proportional to 4 L/sat1.5 1to81L/s
vh1l m
- Valve moves only when the command
F5 Valve stiction Actuator error exceeds a deadband, then slips 0.08 -
. Field wiring LT-101 reads low by a constant; the _
A1 Sensor bias step (before PLC) loop overfills tank 1 0.4m 0.05t0 0.8 m
LT-101 bias ramps down slowly;
A2 Stealthy ramp Field wiring  physically identical to F1 with opposite —0.5m/h  0.1to2m/h
sign
Telemetry replays the 20 min before .
A3 Replay with Controller and  onset (spliced at the closest recorded No forcing, 0.05
. . Valve 0.05 to 0.35; blended
forcing control network sample, optional 60 s blend); the valve seam
is forced

LT-201 value to SCADA raised by a
constant; the process is untouched;
packets fail the MAC unless the
attacker has the key

A4 Telemetry MITM  Control network +0.5m Key ablation

60% packet loss and 10 s jitter from
A5 DoS on telemetry - Control network onset; control is local and unaffected N N

Loss, jitter, sampling interval, clock
Network, monitor offset of the independent path, model
mismatch, noise, threshold multiplier

0,0,1s,0,0, Tables 10 and
1,1 11 ranges

Transport and
model factors

Data layer

Telemetry is sampled at one second (varied in a sweep) and carries the eight sensor values, the
commands in effect when the samples were taken, a sequence number and, in the integrity-enabled
variants, an authentication flag. Packet loss removes samples; a naive receiver holds the last value
silently, a sequence-aware receiver knows from the sequence numbers that a sample is missing,
interpolates across the gap for display and does not update its detectors on the missing samples; when
more than 35% of the packets in the last five minutes are missing it declares the stream degraded,
suppresses the physics, statistical and watermark alarms and raises an availability alert. Jitter is
modelled as the swapping of adjacent samples with a probability proportional to the jitter divided by
twice the sampling interval; a sequence-aware receiver undoes the swap. Latency adds to the detection
delay directly and is not modelled further. The independent transmitter LT-102 is sampled every five
seconds through its own path, and a clock offset between the two paths is a factor; the monitor
compares LT-101 with the independent sample whose timestamp is nearest, on the slower grid. The
watermark sequence is known to the monitor from the shared key and is not taken from the telemetry.
Architecture variants and detectors

Table 5 defines the variants. A0 has limit alarms only. Al adds statistical monitoring without a plant
model. A2 adds the physics residuals. A3 adds the integrity layer (authenticated telemetry with
sequence numbers, the unidirectional gateway, the independent path and a sequence-aware receiver).
A4 adds the watermark test and the attribution rules. Table 6 defines the statistics and the rules. All
CUSUMs use a reference value of 0.5 standard deviations, two-sided. The D2 family standardises each
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channel by a baseline mean and scale learned from the calibration episodes and uses a PCA model of
nine channels with three components; the D3 family uses a monitoring-layer model whose parameters
may differ from the plant's by a relative error (the mismatch factor); the cross-source statistic is the
CUSUM of the difference between LT-101 and LT-102; the watermark statistic is the drop of the t-
statistic of the regression gain from its calibration value, with the residual scale fixed at calibration so
that transients do not inflate it.

Table 5: Architecture variants A0 to A4: conduit protection, data available to the monitor, detector
families and receiver behaviour

Variant Conduit protection Data avalla.ble to Detector families Recelyer
the monitor behaviour
Naive: holds last
A0 Baseline None Telemetrv at 1 s D1 limit alarms value on loss,
SCADA y (HH/LL) accepts reordered
packets
D1, D2 (per-channel
. CUSUM on baseline,
Al +. stafcls’ucal None Telemetry PCA squared Naive
monitoring . .
prediction error,
stuck test)
D1, D2, D3 (mass
A2'+ physics None Telemetry and a balances, pump Naive
residuals plant model curve, current model,
valve lag)

Sequence-aware:
interpolates across
known gaps, does

MAC and sequence D1, D2, D3, D4 not update
numbers on Telemetry, plant . detectors on
. ) (MAC failures, stale .
A3 + integrity telemetry; model, missing samples,
e . sequence, gap share,
layer unidirectional independent LT- CrOSSSoUrce suppresses
gateway to the DMZ; 102 via RTU-2 } physics alarms
. . consistency)
time audit when the gap
share exceeds
35%, raises an
availability alert
As A3 plus ashared  As A3 plus the DltoD4, D5
A4 + watermark (watermark
o key for the regenerated . As A3
and attribution regression test), rule-
watermark watermark

based attribution

102



American Journal of Data Science and Analytics, October 2026, 90-125

Table 6: Detector statistics, thresholds and the attribution rules of the full architecture

Detector or rule Statistic Threshold Intended coverage

Gross excursions

D1 Limit alarms Level readings against HH and LL limits ~ Fixed limits visible in the data as

received
Two-sided CUSUM (k = 0.5) of each
channel's standardised value against its Shifts and relation
D2 Statistical calibration baseline; CUSUM of the PCA Calibrated breaks without a
squared prediction error (3 components, 9 model

channels); variance-collapse test on levels

rl, r2 tank mass balances over 30 s windows;

Leaks, actuator faults,
r3 flow versus pump curve; r4 current versus

D3 Physics sensor faults and

rosiduals flow; r5 valve position versus lagged Calibrated attacks that break the
command; each standardised and fed to a )
CUSUM physics
MAC failure share over 10 s; stale sequence Foreed packets
share (sequence older than the running 0.5; 5 of 10; ‘e lag avgilabili’é
D4 Integrity maximum by more than 10); gap share over 0.35; p seyrllsor- ath Y
300 s; CUSUM of LT-101 minus LT-102 on  calibrated . P
the 55 grid disagreement
Rolling regression (300 s) of the high-passed
FT-101 reading on the regenerated . Replay or substitution
D5 Watermark watermark; t-statistic of the gain compared Calibrated of the flow telemetry
with its calibration value
Rule 1 MAC failures present - Network integrity
attack
. Telemetry availability
Rule 2 Gap share above 0.35 (no MAC failures) - (DS or link failure)
Rule 3 Stale sequence numbers - Replay attack

Pump-curve residual without current
Rule 4 . . - Pump fault
residual or cross-source disagreement

Rule 5 Cross-source disagreement with an abrupt ~ Sensor integrity:
step in LT-101 abrupt (attack likely)
Watermark test fires (pump not saturated)
Rule 6 with cross-source disagreement or without - Replay attack
pump residual
Sensor integrity:
Rule 7 Cross-source disagreement, gradual - %:25?;}17 (ii;f;kc;f
ambiguous
Rules 8 to 10 Valve residual; tank 1 balance; tank 2 balance ~ Valve fault; leak; level
or stuck test sensor fault (tank 2)
Default Any other alarm pattern - Unattributed anomaly

The attribution rules were written from the expected signatures of the simulated events; their order
gives precedence to conduit evidence (authentication failures, stale sequence numbers, missing
packets), then to the pump residual (so that a loss of actuator gain, which also weakens the watermark
response, is not called a replay), then to the cross-source and watermark evidence, and finally to the
physics residuals. One label is deliberately ambiguous: a gradual disagreement between the two tank
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1 transmitters is reported as "sensor integrity: gradual (drift or stealthy attack)", because the data cannot
say which it is.

Calibration and metrics

For each seed, thirty normal episodes (60 hours) are used to learn the baselines and the PCA model and
to set each family's threshold so that it produces about 0.5 false alarms per day on those episodes, by a
binary search on the alarm count with the alarm logic in place (an alarm fires when the statistic crosses
the threshold and re-arms when it falls below half of it). Thresholds for limits, authentication failures
and stale sequence numbers are fixed. Measured false alarms are counted on separate normal episodes,
after the warm-up. Detection delay is the time from the event onset to the first alarm of the architecture
(the OR of its enabled families), plus the transport latency; an event not alarmed before the episode
ends is a miss, and the tables mark medians computed on fewer than half of the episodes. Attribution
is scored at the first alarm from the detector pattern in the following five minutes. Process impact is the
largest deviation of a true level from its setpoint after onset, the share of episodes in which a true level
reaches an alarm limit and the time at which it does, and the detection margin, the time between
detection and the limit. In sweeps that change the noise, the sampling interval, the model mismatch or
the watermark amplitude the thresholds are recalibrated, because an owner would recommission the
monitor after such a change; in sweeps of loss, jitter, clock offset and the threshold multiplier they are
not, because those are disturbances that arrive after commissioning.

Sweeps, ablations and Monte Carlo

The architecture comparison uses 24 episodes per event and seed on three seeds (72 per event). The
sweeps use 16 episodes per event and seed. One-factor sweeps vary the bias step, the ramp rate, the
drift rate, the leak size, the replay variants, the watermark amplitude (with a blinding replay that forces
nothing and blends its seam), packet loss, jitter, the sampling interval, the clock offset, the model
mismatch, the noise multiplier and the threshold multiplier. Ablations remove the authentication code,
the independent sensor or the watermark from A4, or give the attacker the key. The Monte Carlo
analysis draws 200 combinations of twelve factors (noise multiplier, loss, jitter, ssampling interval, clock
offset, model mismatch, threshold multiplier, watermark amplitude, ramp rate, leak size, replay forcing
and bias size) from uniform distributions over the sweep ranges, recalibrates for each draw on eight
normal episodes, runs three episodes of each event with episodes shortened to 90 minutes, and records
the mean delay (capped at 30 minutes), the miss rate at 30 minutes and the false alarms per day for A2
and A4. Because each draw is a small sample, only quintile means by factor are interpreted.
Verification

Four checks were applied before the experiments. With no event, each family's measured false-alarm
rate on held-out episodes is reported against its target. With no event and no mismatch, the physics
residuals have zero mean within their calibration scale. The watermark regression recovers the pump
gain: the calibration t-statistic equals the value expected from the watermark amplitude and the flow
noise. A bias step on LT-101 produces an immediate disagreement with LT-102 of the size of the step.
These checks establish internal consistency, not fidelity to any plant.

Reproducibility

The simulation, the scenario runner, the Monte Carlo script, the aggregation and the result files are in
a supplementary archive; fixed seeds reproduce every number. Three seeds for the sweeps and a Monte
Carlo with three episodes per event and draw are small samples, and the study should be repeated
with more seeds and with other plant models before any number is relied on.

Results

Normal operation and the alarm budget

Figure 5a shows two hours of normal operation: the controllers hold the tank 1 level within about 0.04
m of its setpoint and the tank 2 level within about 0.06 m while the demand wanders, and the pump
speed moves between 0.4 and 0.8 to follow it. The calibrated thresholds and the false alarms they
produced on held-out normal episodes are summarised in Figure 6c. With a target of 0.5 alarms per
day per family, the measured rates on held-out data were higher: 1.8 per day for the statistical family,
2.6 for the physics family, 1.6 for the cross-source check and 0.8 for the watermark test, giving 1.8 per
day for Al, 4.4 for A2, 6.0 for A3 and 6.8 for A4, with a standard deviation over seeds of about 3.7 per
day for A4. The excess over the target is the cost of calibrating on 60 hours of data with a maximum-
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based search: the thresholds are fitted to the calibration run. The limit alarms, the authentication check
and the stale-sequence check produced no false alarms. Each added family therefore buys its detection
power with roughly one to two alarms per day in this testbed, a budget an owner must accept explicitly.

Figure 5: Testbed behaviour: normal operation, the stealthy ramp on LT-101, the replay with valve
forcing, and the leak as seen by the physics and statistical detectors (one seed 0 episode per panel)

(a) Normal operation: Pi control holds both levels (b) A2 stealthy ramp on LT-101: the loop follows the
~ 16
18 A e Tk 1 lewal 01 (2ue) 224 Tree Ml
—— Tark 2 lovel 12 (wue) 14 3 LT-101 a8 reponad
Prae B U (g axss) — T 40D (i antt
] /\W 12 5 2.0 4 SR P
(=]
. 10 = =
E 141 5 E 5
T -08 3 T
@ 124 2
Fo6 P2 - 164
1.0 4 - 04 a‘%
1.4 4
- 02
0.8 +
T T T T T T ™ 0.0 12 T T T T T T T T 1
0 20 40 60 BO 100 120 -20 -10 0 10 20 30 40 S50 60 70
Tume {min) Time from onset (man)
(c) A3 replay with valve forcing: the HMI shows a quiet plant (d) F4 leak: physics residual versus statistical monif
35 1 — Trie N2 === Truen} — O nk I pdss batance CUSUM
3.0 4 LT-201 as repontnd {replayod) LT-102 findepondent) ag' 10° DZ: sunsnfal {(SPC and PCA) CUsSUM =~
25 1 2 o ;
E 2.0 4 g} b |
et -
g 15 ; 10° 1 . slarm .lf‘vvl_'_':i‘l;l:l
- -
1.0 e P R R — 8 1
- T 5 107;
05 4 v
0.0 1 T T T T T ] 10° v T T T T T 1
-20 -10 0 10 20 0 40 -20 -10 0 10 20 30 40 50 &0 70
Time from onset (min) Time from onset (man)

Architecture comparison

Table 7 and Figure 6 give the median detection delay and the share detected within ten minutes for
each architecture and event (72 episodes per event). The baseline A0, with limit alarms only, detected
nothing within the episode except a single late MITM episode: the controllers hold the reported levels
inside the limits whatever the sensors say, and the events that do drive the true level to a limit (the
frozen sensor and the replay) are invisible to limit alarms because the reported level is the frozen or
replayed one. A0 is not a straw man; it is the posture of a plant whose only monitor is its HMI.
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Table 7: Median detection delay in seconds and share detected within ten minutes, by architecture
and event (72 episodes per event; an asterisk marks medians computed on fewer than half of the
episodes; n.d. = not detected)

Event A0 limits only A1 + statistical A2+ physics A3 + integrity wa;: jn:ark

F1 LT-101 drift n.d. (0) 2028* (1) 992 (42) 131 (100) 131 (100)
F2 LT-201 frozen n.d. (0) 1204 (17) 34 (100) 34 (100) 34 (100)
F3 pump degradation n.d. (0) 692 (7) 104 (100) 104 (100) 104 (100)
F4 tank 1 leak n.d. (0) 138 (100) 12 (100) 12 (100) 12 (100)
F5 valve stiction n.d. (0) 425 (85) 35 (100) 35 (100) 35 (100)
A1 sensor bias step n.d. (0) 18 (100) 0 (100) 0 (100) 0 (100)

A2 stealthy ramp n.d. (0) 1436 (0) 117 (100) 91 (100) 91 (100)
A3 replay with forcing n.d. (0) 2217* (3) 11 (99) 11 (100) 11 (100)
A4 telemetry MITM 3045* (0) 18 (100) 0 (100) 0 (100) 0 (100)

A5 DoS on telemetry n.d. (0) 4118* (0) 84 (100) 108 (100) 98 (100)

Figure 6: Architecture comparison: median detection delay and detection within ten minutes by
architecture and event, false alarms per day by detector family, and rule-based attribution in A4
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A1 adds model-free statistics and detects every event eventually, but slowly for the gradual ones: 2,028
s for the drift (24% within 30 minutes), 1,204 s for the frozen sensor, 692 s for the pump degradation
and 1,436 s for the stealthy ramp, against 18 s for the bias step and the MITM change, 138 s for the leak
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and 425 s for stiction. The mechanism is that closed-loop control hides a sensor fault from the channel
it affects (the reported level stays at the setpoint) and moves the evidence into the actuator, where it
appears as a slow shift of pump speed that a CUSUM on autocorrelated data needs a long time to
accumulate; the PCA squared prediction error helps because the relation between level, flow and speed
breaks, but slowly. A1l missed most replays (8% within 30 minutes), as expected, since replayed data
are statistically normal.

A2 adds the physics residuals and changes the picture for the faults: 34 s for the frozen sensor (the tank
2 balance stops closing), 104 s for the pump degradation (flow falls below the pump curve while the
current still matches the flow), 12 s for the leak and 35 s for stiction, with every episode detected within
ten minutes. For the drift, A2 reached 992 s with 42% within ten minutes: a drift of 0.3 m per hour
contributes only 0.17 L/s to the tank 1 balance, a third of the flow noise, and the CUSUM barely
accumulates it. For the stealthy ramp of 0.5 m per hour, A2 detected in 117 s, because the loop's response
to the ramp (rising pump speed and flow with a falling reported level) violates the balance more
strongly. A2 also detected the replay in 11 s, but only because of the seam: the replay is spliced at the
recorded sample closest to the current values, and the residual over a 30 s window sees the
discontinuity in the level derivative. This is an optimistic result for the defender and is examined below.
A3 adds the integrity layer. The MITM change was detected at once by the authentication check (0 s)
and the replay by stale sequence numbers (18 s) and by the independent sensor (28 s in the pure-replay
variant), and the DoS was reported as an availability event by the gap share at 98 s rather than as a
process alarm, whereas Al and A2, with no sequence numbers, saw it as a process anomaly (A2 raised
a physics alarm at 84 s that the rules of A4 would have called a fault). The independent sensor also cut
the drift delay from 992 s to 131 s and the ramp from 117 s to 91 s, because a disagreement between two
transmitters on the same tank accumulates directly, without passing through the plant. A4 adds the
watermark and the attribution rules; its delays equal A3's at the defaults because the sequence check
and the independent sensor fire before the watermark test (102 s in the pure replay), and its contribution
is the attribution (Figure 6d) and robustness when the other checks are removed (the ablations below).
Process impact and detection margin

Table 8 gives the largest deviation of a true level from its setpoint after onset, the share of episodes in
which a true level reached an alarm limit and the time at which it did, and for the events that reached
a limit the share of episodes detected before it. Most events did not drive the process to a limit within
the episode: the bias step moved tank 1 to 0.51 m above its setpoint (reported as on setpoint), the ramp
to 0.63 m in 70 minutes, the drift to 0.39 m below, and the pump, leak and stiction faults were absorbed
by the controllers. Two events did. The frozen sensor reached an alarm limit in 78 % of episodes, at 1,551
s on average, and a physical limit (an empty or overflowing tank 2) in 67%, because the valve loop
integrates a constant error on the frozen reading until the valve is fully open or closed; A2 and A4
detected it 1,269 s before the limit in the median episode, A1 only 204 s before, and A1 missed the limit
in 12% of episodes. The replay with the valve forced closed emptied tank 2 in every episode within 170
s; A2 and A4 detected it about 150 s before, A1 almost never before (in the median episode 1,956 s after).
The margin is the quantity an owner should ask for: a detector that fires after the tank is empty has told
the operators what they already know.

Attack size and stealth

Table 9 and Figure 7 give the sweeps over attack size. A bias step is detected by A2 and A4 within two
seconds at every size from 0.05 m upward, because the step appears in the level derivative and, for A4,
in the disagreement with the independent transmitter at once; A1 needs 2,462 s for a 0.05 m step, 1,492
s for 0.1 m and 42 s for 0.2 m. A stealthy ramp divides the architectures more sharply. At 0.1 m per hour
(3 cm in 20 minutes) A1 and A2 effectively failed within the episode (3% and 6% within ten minutes),
while A4 detected in 296 s through the independent sensor; at 0.25 m per hour A2 detected in 2,153 s
and A4 in 158 s; at 1 and 2 m per hour all three detected within 770, 40 and 40 s and within 372, 25 and
25 s, and the true level reached its alarm limit at 3,934 and 1,980 s, so every architecture detected before
harm at the fast rates and only A4 did so at the slow ones. The drift fault, which is the same physics
with the opposite sign, gave the same pattern: 3,774 s for A2 and 296 s for A4 at 0.1 m per hour,
converging to 37 s for both at 1 m per hour. Leak size behaves as expected for a mass balance: A2
detected a1 L/s leak (8% of the nominal flow) in 26 s and an 8 L/s leak in 8 s, while A1 needed 776 s
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and 81 s.

Table 8: Process impact after onset and the detection margin: largest level deviation, episodes
reaching an alarm limit, time to the limit, episodes reaching a physical limit, and the share of
episodes detected before the limit (median margin) for A1, A2 and A4

Max. level Episodes Mean Episodes Al: detected

deviation reachin, time to reachinga before the
Event from 8 18 limit (%) A2:same  A4:same
setpoint A1 alarm  alarm  physical (median
P limit (%) limit (s) limit (%) :
(m) margin, s)
F1 LT-101 drift 0.39 0 - 0 - - -
F2 LT-201 frozen 0.90 78 1551 67 88 (204) 100 (1269) 100 (1269)
F3 pump degradation 0.30 0 - 0 - - -
F4 tank 1 leak 0.16 0 - 0 - - -
F5 valve stiction 0.19 0 - 0 - - -
A1 sensor bias step 0.51 0 - 0 - . -
A2 stealthy ramp 0.63 0 - 0 - - -
A3 replay with forcing 1.00 100 170 100 0 (-1956) 99 (152) 100 (152)
A4 telemetry MITM 0.14 0 - 0 - - _
A5 DoS on telemetry 0.14 0 - 0 - - -

Table 9: Attack size and stealth: median detection delay for A1, A2 and A4, largest level deviation
and episodes reaching an alarm limit, for the bias step, the stealthy ramp, the drift fault, the leak
size and the replay variants

Event and level Al median A2 median A4 median Max. level Episodes reaching
delay (s) delay (s) delay (s) deviation (m)  an alarm limit (%)

A1 bias step (m): 0.05 2462* 2 2 0.14 0
0.10 1492 1 0 0.19 0
0.20 42 0 0 0.30 0
0.40 18 0 0 0.51 0
0.80 8 0 0 1.00 3
A2 ramp (m/h): 0.10 4250* 3372* 296 0.17 0
0.25 2466* 2153* 158 0.34 0
0.50 1436 117 91 0.63 0
1.00 770 40 40 1.26 100
2.00 372 25 25 1.50 100
F1 drift (m/h): 0.1 4009* 3774% 296 0.17

03 2028* 992 131 0.39

05 1308 104 91 0.64 0
1.0 716 37 37 1.20 56
F4 leak (m?/s): 0.001 776 26 26 0.14 0
0.002 278 17 17 0.14 0
0.004 138 12 12 0.16 0
0.008 81 8 8 0.45 0
A3 replay, no forcing 2482* 10 10 0.14 0
A3 replay, no forcing, blended seam 1743* 21 15 0.14 0
A3 replay, valve 0.35 2643* 9 9 0.76 17
A3 replay, valve 0.20 2813* 11 11 0.93 100
A3 replay, valve 0.20, blended seam 23 11 11 0.93 100
A3 replay, valve 0.05 (default) 2217* 11 11 1.00 100
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Figure 7: Attack size and stealth: bias step size, stealthy ramp rate against the time to harm, leak
size, and the replay variants by detector
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The replay variants (Figure 7d) show which check sees a replay first. With no actuator forcing (a pure
blinding of the operators), the seam was seen by the physics residual in 10 s, the stale sequence numbers
in 18 s, the independent sensor in 28 s and the watermark test in 102 s; blending the seam over 60 s
pushed the physics residual to 21 s and the independent sensor to 43 s and left the sequence check
unchanged. Forcing the valve to 0.35, 0.2 or 0.05 brought the independent sensor forward (22, 18 and
18 s) because tank 1 rises as soon as the valve closes, and the time to an alarm limit fell from 1,878 s to
351 s and 170 s. Two conclusions follow. The physics residual's replay detection depends on an
imperfect seam and should not be relied on; a careful attacker with a longer recording or a model of
the plant could remove it. The checks that do not depend on the seam, sequence numbers, the
independent sensor and the watermark, work because each uses something the attacker could not
record in advance: a counter, a second measurement, or a secret perturbation. Their delays (18, 28 and
102 s) are the real cost of a replay in this architecture, against 170 s to an empty tank in the worst variant.
Transport defects

Table 10 and Figure 8 give the transport sweeps, with the mean of the median delays over the five faults
and over the four integrity attacks (the DoS event is excluded from the means because it is itself a
transport event), and the false alarms per day, for A2 with its naive receiver and A4 with its sequence-
aware receiver. Packet loss separates the two receivers. The naive receiver holds the last value silently,
so a lost sample looks like a flat spot and the physics residual sees a derivative that is not there: A2's
false alarms rose from 4.4 per day with no loss to 9.3 at 10% loss, 38 at 20% and 270 at 40%, and its
detection delays fell only because false alarms are counted as detections when they happen to follow
the onset. The sequence-aware receiver knows which samples are missing, interpolates across them for
display and does not update its detectors on them: A4's false alarms stayed at 4.2 per day at 10% loss
and 11 at 20% (the watermark test contributes most of the rise, since fewer received samples carry the
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watermark), with fault and attack delays within about 20 s of the lossless case. At 40% loss the share of
missing packets hovered around the degraded-stream threshold of 0.35, so A4 alternated between
suppressing its process detectors and running them: false alarms fell to 1.2 per day, the replay and
MITM were still caught by sequence numbers and authentication (20 and 0 s), but the drift and pump
degradation took 2,074 and 1,336 s and the DoS, which raises the loss further, was not reported as a
new event because the stream was already flagged as degraded before the onset. A plant that loses a
third of its telemetry has a transport problem to fix before it has a monitoring problem, and the
architecture says so rather than guessing. Reordering from jitter had little effect on either receiver at
the levels tested, because an adjacent swap changes a derivative for one sample and the CUSUMs do

not accumulate it.

Table 10: Transport sweeps: mean of the median delays over the faults and over the integrity
attacks, false alarms per day and the share of attacks detected within ten minutes, for A2 and A4,
against packet loss, jitter, sampling interval and clock offset

A2 faults: A4 attacks
Factor and level mean of A2 i:fafr;::lsse Ad faults Ad 1‘:‘11;‘:159 .detecte.d
median attacks (s) (s) attacks (s) in 10 min

delays (s) per day er da (%)
Packet loss (share): 0 236 32 44 63 26 6.8 100
0.05 222 28 3.9 63 25 4.8 100
0.1 142 27 9.3 68 27 4.2 100
0.2 96 24 37.8 73 28 11.4 100
0.4 58 21 270.0 1004 80 1.2 54
Jitter (s): 0 236 32 44 63 26 6.8 100
1 295 30 45 63 24 54 100
3 324 32 2.1 62 25 54 100
10 242 32 3.6 65 25 51 100
famphng interval (5): 3¢ 32 4.4 63 26 6.8 100
2 460 59 1.8 84 36 3.6 100
5 486 248 2.7 106 31 4.2 100
10 631 301 1.5 216 39 2.7 100
30 795 476 0.9 312 64 2.7 100
Clock offset (s): 0 236 32 44 63 26 6.8 100
2 230 30 3.3 66 26 5.7 100
5 216 31 1.5 65 27 6.0 100
15 182 32 3.0 64 22 58.5 100
30 376 26 3.0 83 24 117.6 100
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Figure 8: Transport defects: packet loss, reordering from jitter, sampling interval and clock offset
against detection delay and false alarms per day for A2 (naive receiver) and A4 (sequence-aware

receiver)
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The sampling interval acts on detection as it does in signal processing: the detectors were recalibrated
at each interval, and delays grew roughly in proportion. At 5 s A4's fault mean rose from 63 to 106 s
and the attack mean from 26 to 31 s; at 10 s to 216 and 39 s; at 30 s the drift and ramp were detected in
257 and 201 s and the leak in 49 s, against 131, 91 and 12 s at 1 s sampling. A2 suffered more, because
its slow events depend on the physics residuals alone: its drift delay went from 992 to 2,630 s and its
ramp delay from 117 to 1,818 s at 30 s sampling. Replay and MITM were almost unaffected (28 and 12
s at 30 s sampling), because sequence numbers and authentication do not depend on the sampling rate.
The 30 s window of the mass balance contains a single sample at 30 s sampling, so the physics residuals
lose their smoothing; an owner who can only sample slowly should lengthen the windows and expect
proportionally longer delays.

The clock offset between the primary telemetry and the independent path is the one transport factor
that broke a detector outright. The cross-source check compares the two transmitters at the same
nominal time; with an offset, it compares them at different true times, and the natural movement of the
level over the offset (about 2 mm per second during transients) becomes a disagreement. At 2 and 5 s
the cross-source false alarms were 1.8 and 4.5 per day; at 15 s they were 55 per day and at 30 s 115 per
day, which would make the check unusable. Detection delays were almost unchanged. The remedy is
in the architecture rather than the detector: the two paths must share a disciplined time source, and the
monitor should estimate and compensate the residual offset from the data (a cross-correlation of the
two level signals during normal operation) and alarm on the time source when the offset drifts
(Mizrahi, 2014; IEEE, 2020).
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Model mismatch, noise and the threshold multiplier

Table 11 and Figure 9 give the model and threshold sweeps. Model mismatch degrades the physics
residuals gradually once recalibrated: with 5% parameter error A2 detected the leak in 22 s against 12
s with a perfect model, with 10% in 38 s and with 20% in 94 s, while the pump-degradation delay went
from 104 to 440 s. The stealthy ramp suffered most on A2, from 117 s to 1,360 s at 10% and 1,263 s at
20%, because the ramp's signature in the balance is small and the mismatch, which varies with the
operating point, adds a structured residual that recalibration can only partly absorb. A4 was shielded
by the independent sensor: its ramp and drift delays stayed near 105 s throughout. Sensor noise acts as
expected: halving the noise cut A4's drift delay to 76 s and the ramp to 46 s; doubling it raised them to
224 and 168 s, and quadrupling to 391 and 288 s, with the leak at 29 s.

Table 11: Model mismatch, sensor noise and the threshold multiplier: selected detection delays
and false alarms per day for A2 and A4 (thresholds recalibrated for mismatch and noise, not for the
multiplier)

D3 false A4 false
alarms per alarms
day (A2) per day

F4 leak, F3 pump, F1 drift, A2ramp, A3replay,

Factor and level A2 (s) A2 (s) A4 (s) A4 (s) A4 (s)

Model mismatch: 0 12 104 131 91 11 2.6 6.8
0.02 14 120 156 108 11 0.0 0.6
0.05 22 166 146 104 14 0.3 1.8
0.10 38 258 150 107 15 0.3 2.1
0.20 94 440 158 103 14 2.1 39
Noise multiplier: 0.5 9 66 76 46 6 1.2 3.6
1 12 104 131 91 11 2.6 6.8
2 18 164 224 168 14 0.6 1.5
4 29 282 391 288 14 0.0 2.7
ggres}“’ld multiplier: g 82 80 47 8 171.0 300.9
0.75 10 94 112 70 8 13.8 35.4
1 12 104 131 91 11 2.6 6.8
1.5 14 107 164 118 12 0.0 0.3
2 16 124 186 131 12 0.0 0.0
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Figure 9: Model mismatch, sensor noise, the threshold multiplier trade-off between false alarms
and delay, and the ablations of the integrity layer
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The threshold multiplier traces the alarm-budget trade-off (Figure 9c). Multiplying every calibrated
threshold by 0.5 raised A4's false alarms to 301 per day and cut the mean of its median delays over the
nine process and integrity events from 46 to 31 s; multiplying by 2 cut false alarms to zero in the held-
out episodes and raised the mean delay to 65 s, with the slow events (drift, pump degradation, ramp)
carrying most of the increase and the abrupt ones (bias, MITM, replay) almost unchanged. For A2 the
same multipliers moved false alarms from 178 per day to zero and the mean delay from 33 to 336 s. The
curve is the owner's choice to make, and the architecture cannot make it for them; what the results add
is that the integrity checks (authentication, sequence, cross-source) sit outside the trade-off, since their
thresholds are not statistical.

The watermark and the ablations

Table 12 and Figure 10 examine the watermark. Against a blinding replay with a blended seam (no
actuator forcing, so that only the data lie), the watermark test detected in 142 s at the default amplitude
(1% of pump speed, a signal-to-noise ratio of 0.8 in the flow sensor), 195 s at 0.5%, and 854 s with only
82% of episodes detected at 0.25%; at 2% and 4% the delay fell to 96 and 88 s. The sequence check (about
19 s) and the independent sensor (40 to 60 s) were faster at every amplitude, so the watermark is a
backstop for the case in which the attacker rewrites sequence numbers and no independent sensor
exists, not the first line. Its control cost was small in level terms (the tank 1 standard deviation stayed
at about 4.3 cm at all amplitudes, since the level integrates the perturbation) but visible in actuator
activity: the mean change of pump speed per second rose from 0.57% without a watermark to 1.26% at
1% and 4.6% at 4%, which is wear on a variable-speed drive and a cost the control engineer must accept.
The watermark test also has a confound: a loss of pump gain weakens the flow's response to the
watermark, so during the pump-degradation fault the test fired in 75% of episodes at the default
amplitude and in 100% at 4%; the attribution rules place the pump-curve residual ahead of the
watermark test for this reason, and no pump-degradation episode was labelled a replay.
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Table 12: Watermark amplitude: detection of a blinding replay by the watermark, sequence and
cross-source checks, confounding by pump degradation, false alarms and control cost

Mean

D5 fires D5 false pump-speed hs.d

Watermark D5 D4 stale
D4 cross- under pump

Setting (blinding replay,

blended seam) SNRin median sequence source () degradation alarms  change per (cm)
FT-101  delay (s) (s) - . per day second
(% in 30 min)
(x100)
Watermark amplitude 0 0.0 n.d. 19 63 0 0.0 0.57 4.4
Watermark amplitude
0.0025 0.2 854 19 40 6 0.6 0.63 42
Watermark amplitude 0.005 04 195 20 44 50 2.6 0.80 4.6
Watermark amplitude 0.01 0.8 142 21 42 75 0.2 1.26 4.4
Watermark amplitude 0.02 1.6 96 19 43 100 0.8 2.32 43
Watermark amplitude 0.04 3.2 88 18 48 100 14 4.56 4.6

Figure 10: The watermark: replay detection against amplitude, control cost, confounding by pump
degradation, and delay against the watermark signal-to-noise ratio
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The ablations (Table 13, Figure 9d) show what each integrity component carries. Removing the
authentication code left the MITM change detectable only by the statistical and physics families (0 s, as
a step in the reported level) and removed its attribution as a network attack. Removing the independent
sensor returned the drift and the ramp to the physics residual's delays (885 and 116 s) and left the replay
to the sequence check and the watermark. Removing the watermark changed nothing at the defaults,
since the sequence check and the independent sensor fire first. Giving the attacker the key removed the
MITM's authentication evidence, and the independent sensor could not help because the MITM altered
tank 2's reading while the independent transmitter is on tank 1; the change was then caught as a step
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by the statistical and physics families and labelled a tank 2 level-sensor fault in 94% of episodes. With
the key and no independent sensor, the replay was still caught by the sequence check and the
watermark, and the MITM by the step. The lesson of the ablations is that no single component covers
the integrity events, and that the independent sensor and the authentication code cover different
attacks: one protects the conduit, the other provides a second witness to the physics.

Table 13: Ablations of the integrity layer in A4: median detection delay for the integrity attacks
and the drift, false alarms per day, and the labels given to the MITM episodes

False Most frequent
Ablation (A4) Ad 1:2)1 ™ A3 léiﬂay A1 bias (s) A2 (r:)mp F1 drift (s) alarms per label for A4
day MITM episodes
network integrity
Full A4 0 11 0 91 131 6.8 attack (100%)
level sensor fault
No MAC on telemetry 0 10 0 90 142 42 (tank 2) (100%)
. network integrity
No independent sensor 0 10 0 116 885 3.0 attack (100%)
network integrity
No watermark 0 9 0 100 145 0.9 attack (100%)
level sensor fault
Attacker holds the MAC key 0 10 0 88 140 3.3 (tank 2) (94%)
Attacker holds the key, no 0 1 0 106 1000 27 level sensor fault

independent sensor

(tank 2) (100%)

Table 14: Rule-based attribution in the architecture run and the Monte Carlo summary

Specific label Fault versus
Event or quantity Labels given (share of detected episodes) or value P correct attack class
correct
F1 LT-101 drift sensor integrity: gradual gdrlft or stealthy attack) ambiguous 100
(100%)
F2 LT-201 frozen level sensor fault (tank 2) (100%) 100 100
. pump fault (99%); sensor integrity: gradual (drift or

F3 pump degradation stealthy attack) (1%) 99 99
F4 tank 1 leak leak (99%); replay attack (1%) 99 99
F5 valve stiction valve fault (100%) 100 100
A1 sensor bias step sensor integrity: abrupt (attack likely) (100%) 100 100
A2 stealthy ramp sensor integrity: grada(a)t)g;i)rlft or stealthy attack) ambiguous 100
A3 replay with forcing replay attack (100%) 100 100
A4 telemetry MITM network integrity attack (100%) 100 100
A5 DoS on telemetry telemetry availability (100%) 100 100

Monte Carlo draws; factors

A2: mean delay capped at 30
min, miss rate, false alarms per
day (median over draws)

A4: same

Draws where A4 misses more
than 20% of events

A4 attribution across the Monte
Carlo draws (correct or

designed-ambiguous label, % of
detected episodes)

200; 12 (ranges of Tables 10 and 11 plus attack sizes)
5395s;17%; 3.4
260s;3%;10.3

3%

F151; F279; F3 87; F4 68; F5 85; Al 45; A2 51; A3 93;
A4100; A5 100
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Attribution and the Monte Carlo analysis

Table 14 gives the labels assigned by the rule layer in the architecture run and the Monte Carlo
summary. The rules labelled the MITM, the replay, the bias step, the frozen sensor, the leak, the stiction
and the DoS correctly in almost every episode, and the pump degradation in 99% of episodes; the drift
and the stealthy ramp were both labelled "sensor integrity: gradual (drift or stealthy attack)" in every
episode, which is the designed ambiguous class. The fault-versus-attack class was therefore correct
wherever the data allow it to be, and undecidable for the two gradual sensor events, which is the honest
answer: a transmitter that disagrees slowly and steadily with its twin could be drifting or could be lied
to, and the data cannot say which. The rules were written with knowledge of the simulated signatures,
so these accuracies are an upper bound.

The Monte Carlo analysis varied twelve factors jointly over 200 draws (Figure 11). The median over
draws of A4's mean delay, capped at 30 minutes, was 260 s (10th to 90th percentile 111 to 497 s) against
539 s (254 to 805 s) for A2, with miss rates at 30 minutes of 3% (0 to 17%) and 17% (3 to 30%), and false
alarms of 10 per day (0 to 79) for A4 and 3.4 per day (0 to 24) for A2. A4's higher false-alarm rate is the
price of its extra families under adverse draws, chiefly the cross-source check at clock offsets that the
one-factor sweep had already shown to be fatal above about 10 s. In 3% of draws A4 missed more than
a fifth of the events; these were draws that combined a threshold multiplier above 1.7 or a sampling
interval of 2 to 4 s with high noise or loss of 15 to 30%. The events A4 missed most often were the drift
(27% of episodes across draws, because slow drifts at low ramp rates with high noise take longer than
30 minutes), the DoS (14%, in draws whose baseline loss already flagged the stream) and the frozen
sensor (9%); A2 missed the drift in 76% and the ramp in 22%. By the range of quintile means, the factors
that moved A4's mean delay most were the threshold multiplier, the sampling interval, the model
mismatch and packet loss, and the factors that moved its miss rate most were the sampling interval,
packet loss and the threshold multiplier; the attack sizes (ramp rate, bias, leak) mattered for A2 and
much less for A4, which is the independent sensor at work again. These are rankings from small
samples (three episodes per event and draw) and should be read as orderings, not as effect sizes.

The attribution rules also degraded under the varied conditions. Across the draws, A4's label was
correct (or the designed ambiguous label for the drift and the ramp) in 100% of the MITM and DoS
episodes, 93% of replays, 87% of pump degradations and 85% of stiction episodes, but only 79% of
frozen sensors, 68% of leaks, 51% of drifts and ramps and 45% of bias steps; under high noise, large
clock offsets or loss the first alarm often came from a family other than the one the rules expect, and the
abrupt-step test for the bias was defeated by coarse sampling. Rules that are exact at the commissioning
conditions are therefore only a starting point, and the roadmap's shadow-mode phase exists to tune
them.

Discussion

Answers to the research questions

RQ1. Each component covers a class of event that the others do not, and each costs about one to two
false alarms per day at the calibration used. Limit alarms alone saw almost nothing, because closed-
loop control holds the reported variables at their setpoints. Model-free statistics caught abrupt events
(bias step, MITM) within about 20 s and gradual ones (drift, frozen sensor, pump degradation, stealthy
ramp) in 12 to 34 minutes. Physics residuals caught the faults in 12 to 104 s and the stealthy ramp in
about two minutes, and a slow drift only after 17 minutes. The integrity layer caught the MITM change
at once by authentication, the replay within about 20 s by stale sequence numbers, the DoS as an
availability event, and cut the drift and ramp delays to about two minutes through the independent
sensor. The watermark added a replay backstop at 100 s. False alarms rose from zero (AQ) through
about 2 (A1), 4 (A2) and 6 (A3) to about 7 per day (A4).

RQ2. Attack size and stealth set the delay in the expected way, with the slow ramp as the discriminating
case: at 0.1 m per hour only the independent sensor detected within the episode. Transport defects
acted through the receiver: a naive receiver turned packet loss into physics false alarms, a sequence-
aware receiver interpolated across gaps and was unaffected up to the point where it declared the stream
degraded; reordering had little effect; slower sampling lengthened delays in proportion; and a clock
offset between the primary and independent paths above a few seconds made the cross-source check
unusable. Model mismatch and noise degraded the physics residuals gradually once recalibrated, with
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the stealthy ramp the most sensitive; the threshold multiplier traced a steep trade-off in which halving
the thresholds multiplied false alarms by an order of magnitude for a modest gain in delay.

Figure 11: Monte Carlo analysis over twelve factors: false alarms against mean delay for A2 and
A4, miss rates, and the range of quintile means of A4's delay and miss rate by factor
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RQ3. The data separate a fault from an attack when the attack leaves integrity evidence: a forged packet
fails authentication, a replayed packet carries an old sequence number or ignores the watermark, a lost
stream shows as gaps. They separate them partly when the physics shows a signature that no plausible
fault produces: an abrupt step in a level reading, which the rules call "attack likely". They do not
separate them when the attack imitates a fault exactly: a slow bias on a transmitter is drift or an attack,
and the only honest label is the ambiguous one, to be resolved by inspecting the transmitter and the
conduits. Attribution was correct wherever the evidence existed, but the rules were written with
knowledge of the signatures, so this is an upper bound.

RQ4. The architecture gives technical content to guidance that mostly states outcomes: zones and
conduits with an authenticated control-network conduit and a one-way link to the monitoring layer,
an independent measurement path for the critical loop, detectors placed in the DMZ with calibrated
thresholds and a stated alarm budget, attribution with evidence, and recalibration as a governed
activity. The roadmap and the mapping to NIST, IEC, CISA, NERC and TSA material are proposals,
and the owner should expect a monitor that catches the events studied here within seconds to minutes
at a cost of several alarms per day, that must be recommissioned after changes, and that will sometimes
be unable to say whether an alarm is a fault or an attack.

Why the architecture behaves as it does

Five mechanisms explain most of the results. First, closed-loop control hides sensor faults from the
channel they affect and moves the evidence into the actuator: a biased level transmitter reads its
setpoint while the pump speed shifts, so a per-channel chart on the level sees nothing and a chart on
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the pump speed sees a slow drift that an autocorrelated CUSUM accumulates slowly. This is why the
model-free family was slow on every gradual event and why the independent sensor, which does not
pass through the loop, was fast. Second, authentication protects the conduit and not the content: the
MAC caught every forged packet and could do nothing about a sensor that lied before the PLC, which
is the Stuxnet pattern (Langner, 2011), nor about a controller that lied with the attacker's key. Third, a
replay is exposed by anything the attacker could not record in advance: a sequence counter, a second
measurement, or a secret perturbation; the physics residual's detection of the seam is a gift from an
imperfect attacker and should not be counted on (Mo & Sinopoli, 2009; Mo et al., 2015). Fourth, the
watermark test and the pump-curve residual share a cause, since a loss of actuator gain weakens the
response to the watermark as it weakens the response to the controller; the rules resolve the confound
by precedence, and a design with a watermark on an actuator that cannot lose gain would avoid it.
Fifth, every check that compares two sources needs them on one clock: the cross-source check failed at
offsets of 15 s and above, which is well inside what unsynchronised controllers show, and the time
source is therefore part of the detector and must be protected and audited (Mizrahi, 2014; Mills, 1991;
IEEE, 2020).

A sixth point is about what the numbers mean. The false-alarm rates measured on held-out data
exceeded the calibration target by a factor of two to five, and the standard deviation over seeds was
large, because 60 hours of normal data fix a maximum-based threshold poorly. This matches the base-
rate warning of the intrusion-detection literature (Axelsson, 2000) and the experience of security
operations (Alahmadi et al., 2022): the alarm budget, not the detection power, is the binding constraint
on a monitor, and it should be measured on the longest normal record available before the monitor is
trusted.

Governance and deployment in the U.S. context

Figure 12 turns the findings into a four-phase roadmap with three gates, and Table 15 maps the
architecture components to the guidance an owner is likely to be measured against. The first phase
scopes and zones: an asset inventory and a P&ID review, a zone-and-conduit model in the manner of
IEC 62443-3-2 (International Electrotechnical Commission, 2020), a consequence-driven list of the faults
and attacks that matter for each loop, target security levels and detection goals per zone (International
Electrotechnical Commission, 2013b), and a month of normal telemetry captured as the calibration
baseline. The second phase secures the conduits: authenticated telemetry on the control-network
conduit (sequence numbers and a message authentication code, DNP3 secure authentication or TLS
where the devices support it (IEEE, 2012; Rescorla, 2018; Nai Fovino et al., 2009)), a unidirectional
gateway to the monitoring DMZ, hardening of the time source with an audit of clock offsets (Mizrahi,
2014), and the independent measurement path for the critical loop. The third phase instruments and
models: plant models for the residuals verified on data, statistical baselines and the PCA model, a
watermark on an actuator where the control cost is acceptable, thresholds calibrated to an alarm budget
and the attribution rules written with operations. The fourth phase operates in shadow mode, reviews
every alert with the operators, tunes thresholds and suppression against the false-alarm budget,
recalibrates after any change of process, instrument or model, and keeps the evidence. The timings are
indicative and were not derived from the study.

The mapping in Table 15 is the author's reading of the texts as they stood at the time of writing and
makes no compliance claim. The NIST guide to OT security covers architecture, segmentation,
monitoring and incident response for OT in general (Stouffer et al.,, 2023), and the Cybersecurity
Framework 2.0 organises the same activities under its functions (National Institute of Standards and
Technology, 2024); the CISA cross-sector performance goals give a baseline that includes segmentation,
logging and detection (Cybersecurity and Infrastructure Security Agency, 2023a). The NERC CIP
standards apply to the bulk electric system and include electronic security perimeters and system
security management, and newer requirements on internal network security monitoring have been
under development; an owner in that sector should check the current enforceable versions (NERC,
n.d.). The TSA pipeline security directive, revised periodically, requires segmentation, access control,
monitoring and detection, and incident reporting for covered pipeline owners (Transportation Security
Administration, 2025); the version cited here is the one found at the time of writing, and later versions
may differ.
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Figure 12: Deployment roadmap for the secure monitoring architecture: four phases with stage
gates, governance and enablers, and the recalibration loop
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Table 15: Mapping of the architecture components to U.S. guidance and standards (author's
reading; no compliance claim)
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CIRCIA creates reporting obligations whose implementing rules were being finalised when this article
was prepared (U.S. Congress, 2022), and Executive Order 14028 set federal direction on logging, zero
trust and incident response (Executive Office of the President, 2021; Rose et al., 2020). For a
manufacturing plant outside these sectors, the NIST and CISA material is voluntary guidance, and the
architecture here is a way of giving it technical content. Incident reporting and response also depend
on sound incident handling and on alert quality (Cichonski et al., 2012; ISO/IEC, 2023b; Vielberth et
al., 2020), which is why the architecture reports attribution with its evidence rather than a bare alarm.
Implications for analytics and engineering practice

Several practical points follow. First, decide what each detector is for and place it accordingly: limit
alarms protect against gross excursions that honest sensors show; statistical monitors catch relation
breaks without a model but are slow on closed-loop data; physics residuals catch faults and the attacks
that break the physics; integrity checks catch what happens to the data in transit; the independent
sensor and the watermark catch what the others cannot. Second, calibrate thresholds to an alarm budget
on real normal data and expect the measured rate to exceed the target; report false alarms per day as a
first-class metric, as the alarm-management literature advises (International Society of Automation,
2016; Alahmadi et al., 2022). Third, make the receiver sequence-aware and let it tell the detectors when
the stream is degraded, or transport defects will be reported as process events. Fourth, write the
attribution rules with operations and keep an explicit ambiguous class: a gradual disagreement
between a transmitter and its independent twin is either drift or an attack, and the response procedure,
not the detector, must resolve it (a maintenance check of the transmitter is the natural first step, and the
integrity evidence on the conduits decides whether the security team is called). Fifth, recalibrate after
any change of process, instrument, model or network, because every threshold in this study was tied
to a baseline. Sixth, keep the monitoring layer unable to write to control; the architecture's value comes
partly from the fact that a compromise of the monitor cannot become a compromise of the plant.
Limitations

Table 16: Assumptions and limitations of the study, likely effect on the findings and what would
reduce each

What would reduce it

Replay on a physical testbed
(SWaT, WADI or HAI) and on
plant data with labelled events

Assumption or limitation Likely effect on the findings

Absolute delays and rates describe the
testbed; orderings and mechanisms are
the findings

All data are synthetic; the plant, faults and
attacks are stylised

Multivariable, batch or discrete processes
may behave differently; the physics
residuals are specific to this plant

Other plant models; model-free

One two-tank process with two PI loops variants of D3

A stealthier attacker could keep residuals
below thresholds; the replay seam is
detectable here but need not be in
practice

Optimal-attack analyses in the
secure-control literature; adaptive
attackers

Attacks are of fixed form; the attacker does
not adapt to the detectors

The rules of the attribution layer were

Attribution accuracy is an upper bound;  Blind evaluation on events not

written with knowledge of the simulated
signatures

Thresholds are calibrated on 30 normal
episodes per seed

Transport effects are modelled simply (loss
as hold, jitter as adjacent reordering,
constant latency)

Three seeds for sweeps; Monte Carlo with 3
episodes per event and draw

Standards and regulations are summarised
from the author's reading as of writing

the ambiguous class is the honest part

Measured false-alarm rates exceed the
target and vary between seeds

Burst losses and protocol-specific
behaviour are not represented

Single-draw values are noisy; only
quintile effects are interpreted

Wording and dates may have changed

used to design the rules

Longer baselines; sequential
calibration

Network emulation with real
protocol stacks

More seeds and draws

Verify against the current texts
before use
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Table 16 lists the main limitations. All data are synthetic; the plant is a two-tank process with two PI
loops; the attacks are of fixed form and the attacker does not adapt; the attribution rules were written
with knowledge of the simulated signatures, so their accuracy is an upper bound; thresholds are
calibrated on 60 hours of normal data per seed; the transport model is simple; three seeds and a small
Monte Carlo are modest samples; and the regulatory summary reflects the author's reading at the time
of writing. The findings I regard as most likely to transfer are the mechanisms: that closed-loop control
hides sensor faults from single-channel statistics and moves the evidence into the actuator; that
authentication protects the conduit and not the content; that a replay is exposed by anything the
attacker cannot record in advance, whether a watermark, an independent sensor or a sequence number;
that an actuator gain loss confounds a watermark test; and that drift and a stealthy ramp are
indistinguishable from the process data alone.

Further research

Four lines of work follow. The first is to replay the architecture on a physical testbed and its datasets
(Mathur & Tippenhauer, 2016; Ahmed et al., 2017; Shin et al., 2020) and on plant data with labelled
maintenance and security events, so that the delays and false-alarm rates can be calibrated against
reality. The second is adaptive attackers: optimal stealthy attacks against the calibrated thresholds, in
the manner of the secure-control literature (Teixeira et al., 2015; Bai et al., 2017), and attackers who learn
the watermark. The third is richer plants: multivariable processes, batch operations, and discrete
manufacturing, where the physics residuals take different forms, and the use of digital twins as the
model source (Eckhart & Ekelhart, 2019; Tao et al., 2019). The fourth is the human side: how operators
act on attributed alerts, how the ambiguous class is resolved in practice, and what alarm budget a
control room can carry (Alahmadi et al., 2022).

Conclusion

A monitoring architecture for an industrial automation system should be designed like the plant it
watches: with zones and conduits, with instruments placed where they can see what matters, and with
a stated budget for alarms. On a synthetic two-tank process with five faults and five attacks, a baseline
SCADA with limit alarms saw almost nothing, because closed-loop control keeps the reported levels at
their setpoints whatever the sensors say. Model-free statistics caught abrupt events in seconds and
gradual ones in half an hour or more. Physics residuals caught the faults in tens of seconds and the
stealthy ramp in about two minutes, but could be blinded by a well-made replay and were slow on a
slow drift. The integrity layer, authenticated telemetry with sequence numbers and an independently
wired second transmitter, caught the telemetry attacks at once and the replay within about twenty
seconds, cut the drift and ramp delays to about two minutes through the cross-source check, and
reported a denial of service as what it was. The watermark added a backstop for replay at a cost in
actuator activity and with a confound against loss of pump gain. False alarms rose from about two per
day with statistics alone to about seven per day with the full design, and every added family bought
its detection with roughly one to two alarms per day.

The architecture's weak points are specific. The cross-source check needs the two paths within a few
seconds of a common time; packet loss above a third of the stream turns the monitor into an availability
alert; thresholds are tied to a baseline that must be recalibrated after any change; and the data alone
cannot separate a drifting transmitter from a stealthy attack on it, which the attribution layer reports as
an ambiguous class rather than a guess. For a U.S. owner the architecture gives technical content to
guidance that mostly says what to do and not how; the roadmap and the mapping to that guidance are
proposals, the numbers describe a stylised testbed with three seeds, and both should be calibrated on
a real plant before they are relied on.
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